Wireshark Netvaerks analysator

Wireshark — en kort introduktion

Af Kristen Nielsen
TheCamp.dk 2012

2012-07-25, Greesrodsgarden,
Bregninge.



Wireshark start vindue

' The Wireshark Network Analyzer [Wireshark 1.6.5 {S¥N Rey 40429 from /trunk-1.61] - |I:I|£|
i

File Edit Miew Go Capture  Analyze  Sratistics  Telephony  Tools  Inkernmals  Help
- N oeow

Filter: I

I SR

Bl&aQ

Clear  Apply

The World's Most Popular Network Protocol Analyzer
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Open Recent: e ! i
Skart capture on interface: | User's GUIde o
C\Users\asazaliappl . ksl SSHbemp bec-yvlan-144-10,cap00000z, gz [nak Found] The Uzer's Guide (local wersion, iF installed)
Er| IntelR) B2566MM Gigabit Metwark Connection
i i T:hzz-warkieth4a.cap [not Found] .
El Iros T:hzz-warkieths . cap [not Found] @ Securltv

M i . . .
E‘ Icros0 Ci\Usersta5aza1happD ... MYllg 8530 Yestjyskbank telefon (2}, prap [nok Found] Whark with Wireshark 35 securely as possible

T:Adumpst20120106-ad ... coo-fr-193-203-96-2-try 1-filkeret-ip.cap [nok Found]
T:Adumpsh20120106-ad ... co-fr-193-203-96-2-kry 1-filkeret 1-ip.cap [nok found]
T:Adumpsh20120106-adecco-fr-87-62-64-231--kry3.cap [not Found]
T:dumpst20120106-adecco-fr-193-203-96-2-tryd cap [not Found]
Toydumpst 201201 06-adecco-fr- 195-203-96-2-try 1, cap [mot found]
i\ Userstaseza 1 appl ... ger pd HF men er langsom pd kient.peap [not Found]

ﬁ Capture Options

Start a capture with detailed options

|T:'|,|:Ium|:|s'|,2E|12E|1Dﬁ-adecco-l‘r-193-203-96-2-tr\,-'1 .Cap

Capture Hel

@ How to Capture

Step by step to a successhul capture setup

@ Sample Captures

& tich aszortrnent of example capture files an the wiki

@ Network Media

Specific infarmation For capturing an:
Ethetnet, WLAM, ...

Dl Ready bo load or capture Mo Packets Profile; Default 2




Hvad er Wireshark

* Netvaerks analysator
* Opsamler/laeser/analyserer netveerkspakker

Netvaerks teknikerens "voltmeter"

Open Source og moduleert

Bedste netvaerks analysator til de fleste opgaver
 Hundredevis af protokol dekodere (Dissectores)

* Hvis du selv laver protokoller kan du skrive din
egen dissector til at dekode denne.



Wireshark.org

» Stable release (juli 2012) Vers.- 1.8.1

* OS support: Windows, Mac, Linux (more
distributions), *BSD, Gentoo, HP-UX, Solaris ...

* Riverbed Technology organiserer en del
udvikling. Ansatte kodere mv.

* Wireshark konference: Sharkfest holdes arligt i
kalifornien. Se: http://Sharkfest.wireshark.org

 Uddannelse: Wireshark University

* En del hardware supporterer/statter op omkring
Wireshark.



Wireshark brug

* Find data der skal analyseres:

« Maling pa netveerk
- Direkte med Wireshark + Pcap
- Via malt fil fra andet veerktgj e.g. Tcpdump,



Indsamling af maledata

» Maling direkte pa host (krydset kabel)

* Brug af spanport/monitor port pa switch.

« Sender kopi af trafik til en bestemt port pa switchen.

Kan f.eks. Veere trafik fra f.eks. En raeekke port, eller
vlans | switchen.



Indsamling af maledata

Maling direkte pa host netport (krydset kabel)

Brug af spanport/monitor port pa switch.

« Sender kopi af trafik til en bestemt port pa switchen.

Kan f.eks. Veere trafik fra f.eks. En raeekke port, eller
vlans | switchen.

Data indhentes fra seerligt oprettet
malesignalsnetveerk, kan f.eks. Indhente
signaler fra mange switche, eller mange sites.

Tecpdump / plink.exe (putty) kan capture data og
sende disse over nettet (f.eks. Ssh kanal) til
lokal wireshark.



Wireshark demo.

« Http demotrace.
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Filter; Itcp.streameqﬂ ﬂ Expression... Clear Apply
WLAM IND. ITime ISource IDestination IProtDcoI IInFD =]
1 2004-05-13 12:17:07.311224 145.254.160. 237 65.208.228.223 TP tip2 > http [SYN] Seqg=0 Win=8760 Len=0 MSS=1460 SACK_PERM=1
2 2004-05-15 12:17:058.222534 a5.708.228.223 145,254,160, 257 TCF http > tip2 [S¥M, ACk] Seq=0 Ack=1l win=5840 Len=0 MS5=1380 SACK_P
3 2004-05-13 12:17:058.222534 145,254,160, 237 G5, 208, 228,223 TCF tip2 > http [ACK] seg=l Ack=1l win=95660 Len=0
4 2004-05-13 12:17:08.222534 145.254.160. 237 65,208, 228,223 HTTF GET Sdownload. htm] HTTR 1.1
5 2004-05-13 12:17:08. 783340 25,208, 228,223 145,254,160, 237 TCF http » tip2 [Ack] Seq=l Ack=480 Wwin=8432 Len=0
6 2004-05-13 12:17:08.993643 §£5.208.228.223 145.254.160, 237 TCP [TCP segment of a reassembled PDU]
VO2004-05-15 12:17:058.123850 145, 254,100,257 0o, 208, 228,223 TCP tip2 > http [ACK] Seq=480 Ack=13Bl win=9660 Len=0 o
8 2004-05-13 12:17:00.123830 B5.208.228.223 145.254.160, 237 TCP [TcP segment of a reassembled pou]
9 2004-05-15 12:17:05.3241158 145.254.160. 237 a5, 208,228,223 TCFP tip2 > http [ACK] Seq=480 Ack=276l win=9660 Len=0
10 2004-05-13 12:17:08, 754737 65.208.228.223 145,254,160, 237 TCP [TCcP segment of a reassembled PDU]
11 2004-05-13 12:17:09. 8648596 &£5.208.228.223 145.254.160. 237 TCP [TcP segment of a reassembled PDU]
12 2004-05-13 12:17:09,.85648%6 145,254,160, 237 65,208, 228,223 TCRP tip2 > http [ACK] Seg=480 Ack=5521 win=9660 Len=0
14 2004-05-13 12:17:09.945011 &5.208.228.223 145.254.160, 237 TCP [Tk segment of a reassembled PDU]
15 2004-05-13 12:17:10.125270 145,254,160, 237 0h, 208, 228,223 TCP tip2 » http [ACK] Seg=480 Ack=6901 win=9680 Len=0
16 2004-05-13 12:17:10.205385 &5.208.228.223 145,254,160, 237 TCP [TCP segment of a reassembled PODU] ,:J
A | o

B Frame 4:

= Ethernet II, Src:

Type: IP (Ox08000

wxerox_Q0:00:0

b

O CO0:00:01:00:00:007,
# Destination: fe:fT:20:00:01:00 (fe:ff:20:00:01:000
H Source: Xerox_00:00:00 (00:00:01:00:00:000

WL ES

captured (426

LsT: Fe:ff:20:06:01:00 (fe:ff:20:00:001:00)

bits)

474

F Internet Protocol wersion 4, Src: 145.254.160.237 (145.254.160.237), Dst: &5.208.228.223 (65.208.228.223)
F Transmission Control Protocol, Src Port: tip2 (33720, Dst Port: http (800, Seq: 1, Ack: 1, Len:
[l Hypertext Transfer Protocal

+ GET fdownload. htm] HTTRAL. 1 r™nh

HosT: www. ethereal. comyriyn

User-agent: MozillasSs.0 (windows; U; windows NT 5.1; en-US; rv:l.6) Gecko/20040113%rNn

Accept: text/xml,applicationsxml,applicationsxhtml+xm],text html;g=0.9,text/plain; g=0.8,image/png, imagejpeq, image,gif; g=0. 2, %%; g=0.1%%\n
Accept-Language: en-us,en;g=0.5%ry\n

Accept-Encoding: gzip,deflatedrin

Accept-charset: Is0-8859-1,utf-8;q=0.7,%;0=0.7r%n

kKeep-alive: 300%r%n

connection: keep-aliwveyrin

referer: http:  Awww.ethereal. comdevelopment. htm1srsn

S

[Full reguest

URI: http: Awww. ethereal. comsdownload. html]

[ Parkete: 43 Nisnlaved: 34 Marked: 01 nad Fime: N:00.AN [ Proofile: DAk

() Frame (Framet. 533 hvtrs

ES




Afsluttende.

* Wireshark fungerer fint og til nesten det hele
» Let at udvide

 Mange online ressourcer, manual, erfa, sample
traces etc.

* Find det hele pa http://wireshark.org.


http://wireshark.org/
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